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Abstract

Social networks are used for various purposes like advertising, product launches, sentiment analysis, opinion mining, and event detection
etc. Terrorist targets social network users to spread the terrorism. Influence analysis is used in social networks to find the influence of
users and the impact of the messages, mainly for advertising. In this research, the neighborhood Influence — Vote Rank (NI-VR) method
is proposed to analyze the terrorism and social network datasets temporally to find the influence node in social networks. The global
terrorism dataset (GTD) was used to analyze the terrorism activity and temporal analysis on social network data to find the influence
node. The neighborhood node influence is measured and considered in the social network data to effectively find the influence node.
The nodes’ vote score and vote ability were measured to rank the nodes based on influence. The neighborhood influence is measured
to update the vote score and vote ability based on influence value. The neighborhood influence method is applied to rank the node
has the advantage of analyzing the probability of affected nodes and recover nodes that help to effectively find the influence nodes.
The outcomes illustrate that the proposed NI-VR achieved a maximum spread influence of 843 and the existing Greedy method has a

higher spread influence of 840 in influence node analysis.

Keywords: Global terrorism dataset, Neighborhood influence-Vote rank, Neighborhood node influence, Social networks, Vote score.

Introduction

Increases in the usage of social networks such as Facebook
and Twitter increase the amount of information exchanged
in form of intentions, emotions, sentiments, and opinions.
This information reflects aptitude and affiliations towards
and policy, event, and entity (Giavazzi et al., 2023). Social
network has become the largest and most influential web
component during the last decade and is not limited in
social sciences and sociology. Users' relations can be studied
for engineering, economics, and political science. Several
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studies were carried out on social network information
to track the terrorist activity in social networks and the
connections (Spelta et al., 2023). Social networks have been
targets for terrorists to direct contact with their target
audience and spread or recruit terrorists (Wolfowicz et al.,
2021). Social media messages are short, imprecise, and don’t
provide insufficient information. Social media messages
are present in unstructured format, spelling mistakes,
ungrammatical construction, and abbreviations (Singh &
Singh, 2021). Recently, social network analysis is used to
analyze the relationship between organizations and people
to analyze activities, sentiment analysis and dynamics that
other circles networks being involved in (Castafio-Pulgarin
et al., 2021). The influence maximization method is the
process of finding K-sized users subset based on seed value
that leads to maximum influence spread in social networks
(Rawat et al., 2022). The terrorist organization has a different
strategy and doesn’t provide full information about their
situation. Learning models in adaptive processes is likely
to provide higher efficiency in the model of the behavior
(Babu & Kanaga, 2022).

Since the beginning of written history, terrorism has
existed (Aldera et al., 2021), a thing that stirs up those days
to the core is terrorism. Governments start to worry about it,
and academics start to be interested in the subject (El Barachi
etal.,2021). The security of civilization is under jeopardy due
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to the ease of information exchange and the accessibility of
weapons of mass destruction to small terrorist organizations
(KhosraviNik & Amer, 2022). The military-led structured war
is no longer the appropriate strategy for the fight against
terrorism (Piazza, 2022). Microblogging tools like Twitter,
which have millions of users worldwide, are one of the new
Web 2.0 inventions. These kinds of applications developed
into a platform for the exchange of ideas and information
among users (Bright et al., 2021). Twitter is an excellent source
of information regarding how users perceive various terrorist
organizations through analysis of their tweets, in addition to
being helpful in tracking terrorism and identifying threats
(Antonakaki et al., 2021). The popularity of social media and
the speed at which users share and receive information
make data analysis even more crucial (Ahmed et al., 2022).
The unstructured content of tweets can be analyzed using
text mining and sentiment analysis techniques, which can
reveal hidden patterns for a variety of real-world scenarios
(UIRehman et al., 2021).

This paper is formulated as a literature review of the
influence node analysis and terrorist prediction, which are
given in section 2 and the explanation of proposed NI-VR
method in section 3. The simulation setup of the proposed
method implementation is given in section 4 and the
experimental result of the proposed method is given in
section 5. Finally, the conclusion is given in section 6.

Literature Survey

Researchers use Social Network data to find the spreading
of terrorism for counter-terrorist operations. The various
influence analysis methods in the social networks were
used to find the spreading of terrorism. Some of the notable
researches in the finding the spreading of terrorism in the
social network data were reviewed in this section.

To analyze digital diplomacy on Twitter, Khan et al.
(2021) presented the publicengagement model, commonly
known as a social media analytics framework. The main
themes of the ambassador’s tweets were to respond to
those tweets, and the kinds of issues that attracted more
engagement over the course of two years were investigated
using a text analytics approach. Further, presents a public
engagement model (PEM) for social media communication
by identifying three crucial elements that encourage online
public involvement: self-disclosure, a positive outlook, and
inquisitiveness. This is done by analyzing the content of
the tweets even though the ambassador must still manage
embassy matters as a country’s representative.

For the purpose of predicting crime, Boukabous and
Azizi (2022) used a hybrid sentiment analysis approach
based on the bidirectional encoder representations from
transformers. The deep learning model utilized in this study,
BERT, is a hybrid approach that blends lexicon-based and
deep learning techniques. Then, using a set of normal and
crime-related lexicons, we used the lexicon-based strategy

to label our Twitter dataset. Finally, we used the labeled
dataset to train the BERT model. When it comes to these
kinds of words, the model’s performance suffers due to
the challenge of analyzing and interpreting metaphorical,
sardonic, and encrypted English expressions in the context
of sentiment analysis. However, the suggested approach
was still unable to handle these expressions.

In order to detect racism, xenophobia, and genderism
in online social networks, Kaya and Alatas (2022) developed
a new hybrid long short-term memory-recurrent neural
network (LSTM-RNN) deep learning model. The purpose
of this study is to develop a novel hybrid prediction model
that can accurately and effectively identify remarks that are
racist, xenophobic, and sexist when they are published in
English on Twitter, a well-known social media network. The
novel hybrid LSTM-RNN models that were suggested yielded
better performance results for the detection of hate speech.
The LSTM-RNN model produced more precise, efficient, and
reliable findings and could be easily adjusted to address a
wide range of additional social network and media issues
even though this study’s offensive language was frequently
used to refer to abusive language.

By means of a hybrid LSTM-support vector machine
(SVM) classification technique, Kiruthikaa and Thailambal
(2022) created a dynamic lightweight recommendation
system for social networking analysis. Both methods were
used in the classification and training phases in this case.
The weights gained from the penultimate network layer
were used to build a feature vector for each vector in the
training set of the statistical model of the LSTM neural
network. Using an SVM classifier, the training phase was
finished. For each vector that needs to be classified, the
same stages are employed in the classification phases, and
an embedding vector was created using the previously
trained LSTM network. Last but not least, the SVM classifier
provides predicted classes by combining the embedding
vector with other classification features. However, learning
the sentences and terms would have been easier if they had
been in a lengthier text.

In the context of terrorist incidents, An et al. (2023)
employed prediction and evolution of the influence of
microblog entries. This study builds a prediction model
of microblogging influence in terrorist scenarios using a
classification process and uses the K-fold cross-validation
to evaluate the prediction model to study the prediction
and evolution of terrorist events. The research assists
counterterrorism organizations in accurately and quickly
predicting influential microblogs and taking preventative
action in advance to lessen public anxiety brought on by
terrorist acts. However, many users do not convey their
viewpoints while sharing microblogs, making it challenging
to grab other users’ attention.

A classification technique based on mutual clustering
coefficient and user profile information has been published
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by Wani and Jabin (2022) to identify suspicious linkages
within user communities. We may compare user profiles
to determine how similar they are. In order for a user to
independently evaluate the suggested links and filter their
buddy list according to their preferences, service providers
have used the proposed model to present to its members
a list of problematic connections from their separate friend
networks. Even though the suggested strategy has only
been tested with Facebook users, it can still be used with a
minor change on other social networking sites.

A framework for detection and integration of
unstructured data of hate speech (FADOHS) on Facebook
using sentiment and emotion analysis was created by
Rodriguez et al. (2022). In order to make all social media
service providers aware of how ubiquitous hate is on social
media, the FADOHS combines data analysis and natural
language processing techniques. Analyze recent posts and
comments on these pages using sentiment and emotion
analysis algorithms. Posts that were thought to contain
dehumanizing language were screened before being sent to
the clustering algorithm. In the end, hate-speech clustering
was used to identify and classify information into various
groups based on the level of expressed hatred utilizing
hybrid approaches. Although it often cannot isolate the
primary focus of chosen groups, the more posts that were
looked at (mildly critical posts).

Method

Here, the NI-VR is recommended to find the influence node
in the social network data. The GTD is used to evaluate the
efficiency of the NI-VR and the existing Vote Rank method.
The graph was constructed based on the input data and
influence spread was measured. Vote score and vote ability
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Figure 1: The overview of the proposed Neighborhood Influence
Vote Rank method

are measured on the nodes to analyze the influences of
the nodes. Neighborhood influence is measured and used
to update the vote score and vote ability. The influence
node is measured based on neighborhood influence on
the analysis. The overview of the proposed NI-VR method
is displayed in Figure 1.

Graph Construction and Influence spread

Influence spread is a measure of the influence diffusion
process in expected active nodes for specified node-set S
(seeds) and initiated specific diffusion model. The influence
spread is denoted as &(5) for a given node-set 5. In simple
manner, influence maximization is a measure of influence
spread #(5) maximum based on node set 5.

Influence maximization is considered as a constrained
optimization issue and this is described below:

Consider a graph G = (V,E) and a number
K(0 < K < |V]), where node-set is denoted as
5 ={s,,5,,...5¢}, an initial node is denoted as K that
spreads the influence in a definite diffusion model, therefore,
concluding influence spread & (5) is higher. The optimization
issue is defined in equation (1).

_ {5 = argmax o(5) )
" lsubject tolS| =K
VoteRank

VoteRank centrality applies voting schemes notion to find
multiple spreader in social network data (Liu et al., 2021).
Every vertex v € V isrelated to tuple (5. Va, ), where vertex
v voting score is denoted as 5, and vertex v voting ability is
denoted as Va,. The adjacent neighbors is used to measure
the voting score 5,,and all its neighbor’s voting ability is used
to compute vote measure, as given in equation (2).

5, =ZiennVa; 2)

Where v neighbors are denoted as N(v). VoteRank
centrality follows four stages:

Initialization phase
Tuple (5,.. Va, ) is present for every vertex v as (0, 1), i.e., each
node voting ability is 1 and voting score is 0.

Voting phase

This stage proceeds voting, where each node v immediate
neighbors sum of voting abilities. The maximum vote of a
node is set as a spreader in this cycle if it is not previously
designated as a spreader. The selected node has been set
with zero voting ability, that ensures the selected node not
considered for further voting rounds.

Update phase

Selected spreader neighboring nodes is reduced in their
voting abilities in the next iteration to select far apart
position spreaders. Neighbor’s voting ability is reduced of
the elected spreader as Va, = Va, — @&, (if Va, > &, or 0),
where & = 1/{k)and {k} are network nodes average degree.
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Iteration phase

Until ¢ nodes are selected as a spreader, repeat steps (ii)
and (iii). VoteRank centrality is more accurate than K-shell,
H-index, Cluster Rank, and Degree. Vote scheme is selected
based on a set of spreaders when nodes get an equal
vote from their neighbor and node degree is a significant
standard to be nominated. Node with a lesser degree in
network core also plays a dynamic part in permitting the
data (Kumar et al., 2021).

Neighborhood Influence-based Vote Rank

Vote Rank based centrality method based on seed nodes was
introduced to find the influence nodes. A voting scheme is
applied to select a set of spreaders where the neighbor node
vote and each node has the same voting ability. Every node
needs to be dissimilar based on network topological location.
NCVoteRank centrality is VoteRank with coreness that uses
the coreness range of neighbors to votina. Everynode v € V
is related to tuple (5,. Va, ), where node ¥ voting score and
ability is denoted as 5, and Va,.. respectively. Voting ability
(Va,) denotes the vote of node ¥ for its neighbors. Adjacent
neighbors’ voting score is 5, is computed based on voting
ability, as given in equation (4), 5, = Xien(w V&, , where
node ¥ adjacent neighbors are denoted as N ().
NCVoteRank has four stages

Initialization Phase: Tuple (5,. Va, ) as (0, 1) is applied in each
node v, each node voting ability is 1 and voting score is 0.

Voting phase
Network core nodes affect information diffusion and the
Neighborhood Coreness (NC) value is multiplied with each
node voting ability. Each node v gets a vote based on
immediate neighbors of a sum of voting abilities, as given
in equation (3).

S, =Zienw(Va; X NC(i) X (1 —6) +Va; X 6) (3)

Where controlling parameter is denoted as & that varies
in between 0 and 1, and vertex normalized neighborhood
coreness I, where node ¥ immediate neighbor is vertex {,
neighborhood coreness value is normalized to solve scaling
issues due to greatly varying magnitudes. Standard scores
are used for normalization and variable x standard score in
the list is in equation (4).

X ~%min 4)

Tmax " Fmin

Where minimum and maximum values are denoted as
Xmin and x,,.. ., respectively, If @ = 0, carry out equation (5).

Sy = Lientn Va; X NC(i) (5)

Node v vote score (5,,) is equivalent to the voting ability of
products summation and neighborhood coreness of its direct
neighbors, as given in equation (5). Node score varies between
two measures: (i) Neighbors sum of the voting ability, (ii)
Neighborhood coreness sum of the product of voting ability
and direct neighbors. In this round, a node with the maximum
vote is considered as a spreader, if it is not previously selected.

x =

The selected node is not participating in the voting round
based on the configuration of its voting ability as O.

Update Phase

Spreaders is needed topic from diverse positions to
achieve network information coverage. This influence of
its neighbors increases to two hops if a node is set as a
spreader. A § factor is reducing the all-neighbor voting
ability from selected spreader of distance two nodes.
Neighbor nodes of updated voting ability is denoted as Va,,
as given in equation (6).

Va, = !’Vay—é' if Va, -4 =0 (6)

Where & = 1/kd.

Network nodes of average degree are denoted as k and
selected nodes’ distance is denoted as d and two units’
distance of updating neighbor (i.e.,,d = 1,2).Ifthe nodeis
set as a spreader, neighbors in distance two voting ability
are updated based on equation (6). No random selection of
d value and reduction are carried out for up to distance two
all updating neighbors. This ensures the spreaders selected
from network diverse positions.

otherwise

Iteration phase
Until € nodes are selected as a spreader, repeat steps (ii) and
(iii) and ¢ is constant.

Spreading model

The stochastic susceptible infected recovery (SIR) mode
is used in this model (Noor et al., 2022; Dai et al., 2022) to
estimate the proposed model performance. Spreaders list
or network nodes subset is provided as input to a user to
measure recovery probability (¥) and infection probability
(B). The neighbor node sends information to the nodes
in susceptible. At any instant of time, infected nodes
carry information and recovered denotes the node sends
information to the susceptible node. The ¥ is set as one
that susceptible nodes transmitted information of infected
nodes send to recovered state in subsequent time stamp
t + 1 onwards and doesn’t send the information again
i.e.,, nodes not infected. The infection probability value
is selected and better over the epidemic threshold B™.
The influential spreader input list is considered infected
att = 0and neighbors with probability £ are infected by
each successive timestamp infected nodes i.e., randomly
p. neighbor nodes are selected. The P integer is below or
equivalent to £ times the overall neighbors of the infected
node. The whole process is required to run several times
due to the presence of model randomness and simulation
is carried out for results average.

Algorithm: Proposed Neighbor Influence Vote Rank (NI-VR)

Input: Global Terrorism Dataset
Output: Influenced node
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Construct the Graph based on Input data

Measure voting score of vertex 5,

Measure voting ability of vertex Va,,

Initiate tuples (5, Va,,)

For select spreader node ¢
Measure Neighborhood Influence (NT)
Measure Voting ability of Neighbors
For vertex i in an immediate neighbor of node v

Normalize neighbor node influence NI{i)

End
Update vote score
Update voting ability

End

Developed SIR spreader model

Measure infection probability £

Measure recovery probability y

Find influence score based on vote score

Simulation Setup

The execution particulars of the proposed process such
as dataset, parameter settings, metrics, and system
configuration, were given in this section.

Dataset

The Global Terrorism Database (GTD) consists of various
terrorist attacks in the year 1970 to 2017 (Santos et al., 2019;
Hu et al., 2019; Gao et al., 2017; Husain et al., 2020). The
database consists of domestic and international terrorist
incidents and consists of 180,000 attacks. The record is
preserved by the study of terrorism and responses to
terrorism (START), headquartered on the University of
Maryland. The database is present in https://www.kaggle.
com/START-UMD/gtd.

Parameter settings

Metrics

The proposed and existing methods were evaluated using
the metrics of expected influence spread and computation
time. The existing methods such as Greedy and vote rank
were compared with the behavior of the proposed NI-VR.

System configuration

The proposed NI-VR is executed in the structure comprised
of an Intel i9 processor, 128 GB of RAM and 22 GB Graphics
card. Python 3.7 is utilized to execute the NI-VR method.
The proposed and existing methods were implemented in
the same environment and data.

Results

Influence node detection in terrorism spread based on
terrorist data helps the police to prevent terrorist attacks.
The existing methods involve the prediction of terrorist
attacks based on the terrorist data. Here, the NI-VR is
suggested to detect the influence node to prevent terrorism
spread. The GTD was used in this method to detect the
influence node in the terrorism spread. This section discusses
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the data analysis and results analysis of the proposed NI-VR
and existing methods.

The top affected countries and top affected cities in
GTD are displayed individually in Figures 2 and 3. Figure 2
displays that Iraq country has the most terrorist attack in
the database and Figure 3 shows that Baghdad city has the
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most terrorist attack in the data. Figure 3 displays that most
of the terrorist attacks in the cities are unknown.

Thetypes of attacks in the database and their percentage
in overall attack types are shown in Figure 4. The Bombing/
Explosion is the common terrorist attack in the database
and armed assault is the second common terrorist attack
in the database. NI-VR expected spread of influence based
on various seed sets is displayed in Figure 5.

The study presents that increases in the seed set to
increase the influence spread in the method. The proposed
NI-VR method has the advantages of analyzing the influence
node and update the vote ability and vote score. The spread
is linear because the communication between the events is
uniform and not biased with weight. The computation time
of the NI-VR method for analyzing the influence node for
various seed sets as shown in Figure 6.

The computation time of the proposed NI-VR method for
various seed size due to the assumption that communication
between the events is uniform and not biased with weights.
The proposed NI-VR method has the advantage of update
the vote score and vote ability based on the influence node.
The influence analysis of the proposed NI-VR method and
existing Greedy and Voterank method for various years is

exposed in Figure 7.

The results display that the NI-VR has maximum
improvement in the influence study compared to Greedy
and Voterank. The proposed NI-VR method has the
advantage of updating the vote score and vote ability based
on the influence node.

Conclusion

Terrorism spreading detection in social networks helps the
police to take necessary action to prevent terrorist attacks.
Terrorist targets social network users to spread terrorism,
which needs to be detected to prevent terrorist attacks. Few
researches were carried out to detect the terrorism spreading
in a social network. Here, the NI-VR is recommended to detect
the influence node for terrorism spread. The GTD was used to
analyze the proposed NI-VR method and Voterank method in
the influence analysis. The proposed NI-VR method has the
advantage of update the vote score and vote ability based on
the influence node. The outcome displays that the proposed
NI-VR has better performance when contrasted with the
conventional Vote rank technique. The future work of the
proposed NI-VR method involves applying the machine
learning technique to predict the terrorist attack.
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