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ABSTRACT 
The proliferation of fake news on digital media platforms and online news portals is a major 
problem with information and public trust. With the widespread use of social media, misin-
formation has spread at a rapid pace and it is becoming increasingly hard to tell the truth from 
the fiction. Most methods used for traditional fake news detection are based on large anno-
tated datasets and computationally expensive machine learning models, which lack transpar-
ency and interpretability. To overcome such restrictions, in this research, an explainable fake 
news detection framework is proposed, which uses semantic similarity, association rule inter-
estingness and cross-source verification. The proposed approach involves web scrapping, nat-
ural language processing, semantic embedding, cosine similarity, and rule-based classifica-
tion. Multiple trusted, untrusted, national, international and regional news sources are auto-
matically collected using the news articles. The comparison is made between a reference arti-
cle from an authenticated source and articles about the same event in various media outlets. 
The Sentence-BERT model is used to generate semantic representations of articles, and cosine 
similarity is used to calculate the contextual similarity between the articles. The articles are 
classified either as Real or Fake based on pre-defined similarity thresholds and an interpreta-
ble rule-based decision mechanism. The reliability of the generated rules is assessed by using 
association rule interestingness measures such as Support, Confidence and Lift. Experiments 
were performed using the dataset of 51 cross-source news articles, which were automatically 
collected, and manually organized. The results show that the semantic similarity scores and 
classification results are significantly better with text preprocessing. Moreover, the rules cre-
ated have confidence levels between 0.76 and 0.91, and lift greater than 1, both of which are 
statistically significant, and both associations and classification decisions are reliable. The re-
sults demonstrate the efficiency of using semantic similarity approaches for cross-source ver-
ification and the need for explainable rule-based detection in misinformation. The proposed 
framework offers an alternative of transparency and low overhead to black-box machine learn-
ing models and serves as a basis for future hybrid fake news detection systems based on the 
combination of semantic reasoning and data-driven approaches. 

Keywords—Fake News Detection, Web Scraping, Natural Language Processing, Similari-
ties, Rule-Based System. 

 

INTRODUCTION  
Digital communication technologies and online 
news outlets are rapidly changing how information 
is produced, disseminated and consumed. Social 
media networks, news websites, blogs and online 
forums can spread information around the world in 

seconds. This accessibility has facilitated the 
spread of information, and awareness, but has also 
propelled the spread of misinformation and fake 
news. Spread of misinformation or disinformation 
can have a major impact on public opinion, politi-
cal decision-making, social stability, and crisis 
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management. Therefore, the identification and au-
thentication of on-line news have become signifi-
cant research problems in the areas of Natural Lan-
guage Processing (NLP), Data Mining, and Infor-
mation Retrieval (Zhang et al., 2024).  
Most of the current methods for detecting fake 
news are supervised machine learning or deep 
learning methods. SVMs, Random Forests, Long 
Short-Term Memory (LSTM) networks, and trans-
former-based architectures have been found to per-
form well on classification tasks (Samadi & Mom-
tazi, 2025). However, these approaches can be ex-
pensive to collect, process and update in the sense 
that they tend to require a large amount of anno-
tated training data, a lot of computational re-
sources, and frequent retraining when news con-
texts and events evolve. In addition, many of these 
models are used as a black-box and complicated by 
the difficulty of explaining the reasoning behind 
the predictions. These restrictions limit their use in 
situations where transparency, interpretability and 
explainability are crucial.  

Another way to combat fake news is cross-source 
verification, comparing what is reported by differ-
ent news sources for semantic consistency. In real 
life news reporting, it is not unusual for a number 
of independent news media to cover the same news 
events. The content of the actual reports is factual 
in nature, but the words and expressions vary in 
terms of their meaning and usage. On the other 
hand, articles that are misleading or fabricated 
tend to be significantly semantically different than 
articles written by trusted sources (Samadi & Mom-
tazi, 2025). Thus, the similarity of the semantics 
between the different sources could serve as a prag-
matic approach to assessing the credibility of news 
content in the Internet.  
Sentence embedding models have been recently 
developed, enabling a dense semantic vector repre-
sentation of textual content, beyond simple key-
word-based matching. Sentence-BERT models, es-
pecially, give us a good way to convert news articles 
into short fixed-length embeddings which capture 
the semantic relationships between the documents 
(Khanam et al., 2021; Prachi et al., 2022). Cosine 
similarity can be computed between semantic em-
beddings, and the result can be used to measure the 
extent to which two articles are in agreement about 
the same event.  
In this work, an explainable fake news detection 
framework, which relies on semantic similarity and 
association rule interestingness and cross-source 
verification, is proposed. The proposed framework 
differs from the traditional supervised methods in 
that it does not need labelled training data. Rather 
it uses automated web scraping to get the news ar-
ticles from several sites online and compares the 
articles with a trusted reference article. The articles 
are then preprocessed in NLP techniques like to-
kenization, lemmatization, stop-word removal and 
text normalization. Sentence BERT (paraphrase-

MiniLM-L6-v2) is then used to create semantic em-
beddings for each of the sentences, after which co-
sine similarity is calculated between the reference 
article and each of the comparison articles (Liu et 
al., 2024).  
A rule-based classification mechanism is then used 
to classify an article as Real or Fake, using pre-de-
fined similarity thresholds. To assess the reliability 
and significance of the rules found, association rule 
interestingness measures such as Support, Confi-
dence, and Lift are integrated into the framework. 
These are useful for measuring the quality of the 
rules and are useful for finding interpretive seman-
tic connections between articles (Zhang et al., 
2023).  
The proposed framework was validated using a da-
taset consisting of 51 news articles scraped auto-
matically by web scraping from trusted and un-
trusted, national and international, government 
and regional news sources (Gorai & Shaw, 2025). 
Experimental validation shows the effect of the text 
preprocessing on the semantic similarity, the effi-
ciency of the classification based on cosine similar-
ity and the reliability of the association rule 
measures. The study also identifies the advantages 
and disadvantages of semantic similarity approach 
for detecting fake news in real-world news.  

The key findings of this research are summarized 
as follows:  
Ø A semantic similarity-based and cross-
source verification method for explaining fake 
news is proposed.  
Ø The automated web scraping pipeline is 
created to gather news articles from a variety of 
online news outlets.  
Ø We use sentence-BERT embeddings and 
cosine similarity to calculate the similarity in 
meaning between news articles.  
Ø The transparent rule-based classification 
mechanism is aimed to detect potentially fake news 
without the need of labeled training data.  
Ø Association rule interestingness measures 
such as Support, Confidence, and Lift are incorpo-
rated to assess the quality and confidence of the 
rules generated.  
Ø The proposed approach is validated exper-
imentally with a set of 51 news articles obtained 
from various news domains, proving the applicabil-
ity of the proposed approach for explainable misin-
formation detection.  
The rest of this paper is organized as follows: Re-
lated work on fake news detection and existing re-
search gaps are discussed in Section II. In section 
III, the proposed semantic similarity-based frame-
work and its mathematical formulation is pre-
sented. The experimental setup, generated rules, 
association rule analysis and evaluation results are 
discussed in Section IV. Finally, Section V summa-
rizes the paper and suggests future research areas 
for hybrid explainable fake news detection systems. 
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RELATED WORK 
The development of digital media and social net-
working networks has intensified the information 
flow and multiplied the spread of fake news and 
hoaxes many times. This has been a major social 
and political problem because false information 
may mislead the mass and affect the decision mak-
ing process. As a result, machine learning (ML), 
natural language inference (NLI), and multimodal 
methods have emerged as major fields of research 
in information technology to identify fake news au-
tomatically. 
Initial studies mainly concerned the traditional 
ML-based methods. Bonny et al. (2022) used the 
classifiers of Logistic Regression (LR), Decision 
Tree (DT), Random Forest (RF), Gradient Boosting 
(GB), XGBoost, Multinomial Naive Bayes (MNB), 
and K-Nearest neighbors (KNN) on a 44,898 arti-
cles benchmark set of English news. With TF-IDF 
and Count Vectorizer characteristics, the highest 
accuracy of 93.86 was obtained by using Logistic 
Regression. Equally, Pande et al. (2022) used re-
gression-based classification using modified word 
embeddings and attention mechanisms as report-
edly achieve better results than LSTM and baseline 
ML models on campaigns using various datasets. 
In a case studied by Kaur (2022), web scraper was 
used with ML classifiers like Naive Bayes and Lo-
gistic Regression to analyze live news material with 
sentiment analysis used to enhance classification. 
Khanam et al. (2021) made a comparative analysis 
of several supervised learning algorithm (Naive 
Bayes, SVM, KNN, Neural Networks, Random For-
est) and they proved that ensemble and hybrid 
models have the highest accuracy, and it is in-
creased when they are supplemented by quantita-
tive linguistic features such as part-of-speech dis-
tributions and sentence-level statistics. 

Using web-scraped articles in Indonesian lan-
guage, Wibowo et al. (2021) gathered 1116 articles 
and preprocessed them using NLP-based methods 
and then used a wide variety of different classifiers, 
including SVM, Random Forest, Decision Tree, 
KNN, Stochastic Gradient Descent (SGD), Ada-
Boost, Gradient Boosting, Bagging, Nearest Cen-
troid, and MLP-ANN. Random Forest had maxi-
mum accuracy of 89 and SVM, Gradient Boosting, 
AdaBoost, SGD and Decision Tree had above 80 ac-
curacy implying effectiveness of text classification 
using ensemble learning with NLP. 
In order to address the weakness of the fixed ML 
models, current research has discussed knowledge-
based verification systems. The version presented 
by Shah et al. (2024) called VERITAS-NLI, which 
involves the use of automated web scraping along-
side Natural Language Inference to prove the fac-
tual adequacy of news headlines. The system was 
very successful in generalization, with an accuracy 
of 84.3% being higher than classical ML and Trans-
former-based models, such as BERT, because of se-
mantic reasoning and dynamic evidence retrieval, 
which allowed the system to access external evi-
dence and ignite the process. 

In addition to text, there has been the rise of multi-
modal so as to identify deceptive material through 
text and visual means. El Madbouly et al. (2023) in-
tegrated web scraping, text summarization with the 
help of BART, PySS3-based text classification, im-
age captioning with the help of a Vision Encoder-
Decoder model, and image-text matching to detect 
inconsistency, which enhanced the strength of de-
tection in the event of the use of images to falsely 
influence credibility.

 
Table I: Comparison of Fake News Detection Approaches 

Study Approach 
Type 

Techniques 
/ Features 

Dataset / 
Languag
e 

Best 
Performanc
e 

Key 
Strengths 

Limitations 

Bonny et 
al. (2022) 

ML-based 
(Text) 

LR, DT, RF, 
GB, XGB, 
MNB, KNN; 
TF-IDF & 
Count 
Vectorizer 

44,898 
English 
news 
articles 

93.86% (LR) High accuracy 
on benchmark 
dataset; 
computationall
y efficient 

Static data; poor 
generalization 
to unseen 
content 

Pande et 
al. (2022) 

ML-based 
(Text + 
Word 
Embedding
) 

Regression 
with modified 
attention & 
word2vec 
embedding 

Multiple 
English 
datasets 

Outperforms 
LSTM and 
baseline ML 

Enhanced 
feature 
representation; 
robust to 
multiple 
datasets 

Requires 
embedding 
tuning; 
dependent on 
training quality 

Kaur 
(2022) 

ML-based 
(Text + 
Sentiment) 

Naïve Bayes & 
LR; web 
scraping + 
sentiment 
features 

Live news 
from 
multiple 
sources 

Optimized 
accuracy, 
precision, 
recall 

Real-time data 
acquisition; 
sentiment 
analysis adds 
context 

Sentiment alone 
may miss 
factual 
inconsistencies 

Khanam 
et al. 
(2021) 

ML-based 
(Text + 

Naïve Bayes, 
SVM, KNN, 
Neural 

Multiple 
datasets 

Up to 99% 
(ensemble + 

Ensemble 
learning + 
quantitative 

May require 
extensive 
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Statistical 
Features) 

Networks, RF; 
POS & text 
statistics 

feature 
enrichment) 

linguistic 
features 
improve 
robustness 

feature 
engineering 

Wibowo 
et al. 
(2021) 

ML-based 
(Text, Web-
scraped) 

SVM, RF, DT, 
KNN, SGD, 
AdaBoost, 
Gradient 
Boosting, 
Bagging, 
Nearest 
Centroid, 
MLP-ANN 

1,116 
Indonesia
n news 
articles 

89% (RF) Ensemble 
methods with 
NLP effective; 
supports non-
English content 

Dataset size 
limited; heavy 
preprocessing 
required 

Shah et 
al. (2024) 

Knowledge-
based (NLI 
+ Web 
Scraping) 

VERITAS-
NLI; 
automated 
web scraping + 
entailment 
reasoning 

Multi-
domain 
headlines 

84.3% Semantic 
reasoning; 
dynamic 
evidence 
retrieval; 
generalizes 
better 

Dependent on 
evidence 
quality; 
computationally 
intensive 

El 
Madboul
y et al. 
(2023) 

Multimodal Web scraping 
+ BART 
summarizatio
n + PySS3 
classification 
+ Vision 
Encoder-
Decoder + 
image-text 
matching 

Web pages 
with text & 
images 

Subjectively 
validated; 
reliable 

Detects visual-
textual 
inconsistencies; 
robust for 
image-rich 
content 

Computationall
y expensive; 
sensitive to 
missing 
modalities 

Traditional ML methods have high accuracy in 
benchmark datasets but lack in generalization and 
typically use handcrafted features. NLI-based 
methods offer semantic validation and require 
correct evidence retrieval and cost more 
computations. Multimodal approaches are better 
because they utilize visual-textual connections but 
demand intricate data matching and bigger 
datasets. 
Although progress has been made in the fields of 
ML, NLI, and multimodal methods, current 
solutions are mostly independent of each other. 
Still, there is a necessity of an integrated framework 
that combines real-time web scraping, semantic 
reasoning, and hybrid ML-based classification that 
can be reliable enough to identify fake news in an 
ever-changing and heterogeneous online content. 
The presence of such a gap is what drives the 
proposed approach that focuses on integrating 
dynamic evidence retrieval, statistical linguistic 
features, and multimodal verification in a scalable 
system. 

The remaining section of the paper is organized as 
follows. Section II is a literature review of the 
available research on the topic of fake news 
detection, which shows the limitations of the 
existing methods and the necessity of interpretable 
and cross-source validation systems. Section III 
outlines the methodology which covers the 
architecture, modules and implementation of the 
proposed rule-based semantic similarity 

framework. Section IV provides the experimental 
configuration, assessment measures and findings 
of the testing of the system on real news articles. 
Finally, Section V summarizes the main findings 
and giving a reflection of the possible focus of 
future research, such as developing hybrid models 
that integrate rule-based reasoning and machine 
learning approaches. 

TECHNIQUES USED 
The proposed framework is based on cross-source 
verification by semantic similarity analysis and as-
sociation rule interestingness measures for fake 
news detection. The framework doesn't need la-
beled training data, unlike traditional supervised 
machine learning methods. Rather, it considers the 
semantic consistency of a set of news articles gath-
ered from different Internet sources regarding a re-
liable reference article (Samadi & Momtazi, 2025; 
Jain et al., 2022). 

The framework is developed as a pipeline which 
consists of several modules, including web 
scraping, natural language processing, semantic 
embedding, similarity computation, and rule-
based classification (Meesad, 2021). It is a system 
that does not need labelled training data to work 
and is aimed at cross-source verification of the 
news articles reporting the same event (Liu et al., 
2024). The general methodology takes into 
consideration the following major modules.
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Figure 1 Fake News Detection System Flowchart 

The modular architecture will make it transparent, 
interpretable and easy to extend to hybrid 
approaches in future (Jain et al., 2022). The 
proposed framework of the fake news detection 
system architecture is based on a modular pipeline 
design that is sequential. The architecture starts 
with the Web Scraping Module which will gather 
the news articles pertaining to a particular event on 
various online news portals (Kumar et al., 2025). 
One article of an authenticated and credible source 
is referred to as the reference article and the rest 
are considered comparison articles.  
Web scraping module extracts news articles from 
various online news portals. Content of the articles 
is accessed through HTTP request and the HTML 
layout of the web pages are extracted through 
BeautifulSoup library. The extraction of textual 
content is done mainly on the paragraph tags in 
order to have the main content of every article. The 
reference article is one piece of authenticated and 
credible news, whereas more articles covering the 
same event are obtained via different online 
sources to be compared (Mhatre & Masurkar, 
2021). 
Preprocessing is done on the extracted raw text to 
enhance the quality and consistency of the textual 
information. The spaCy library is used to apply nat-
ural language processing techniques. This module 
does tokenization where text is broken down into 
single tokens, lemmatization where words are bro-
ken down to their base forms, and stopwords are 
removed which are common and non-informative 
words (Kumar & Singh, 2022; Prachi et al., 2022). 
Also, non-alphabetic tokens, punctuations and un-
necessary symbols are filtered out. 
The scraped textual content is then sent to the Text 
Preprocessing Module where it undergoes natural 
language processing which includes the processes 
of tokenization, lemmatization, stopword removal 
and non-alphabetic token filtering. The purged 
output of the text is then sent to the Semantic 
Embedding Module which then transforms each 
article into a dense vector representation through a 

pre-trained Sentence Transformer model (Gorai & 
Shaw, 2025).  

Let 

𝑈 = {𝑢!, 𝑢", … . , 𝑢#}	be the set of URLs 
corresponding to news articles reporting the same 
event. 

𝑢& ∈ 𝑈 be the reference article URL from an 
authenticated source. 
The web scraping process can be modelled as a 
mapping function: 

𝑊:𝑈	 → 𝑇	                            (1) 
where 

𝑇' = 𝑊(𝑢') 

𝑇' represent the raw textual content extracted from 
URL 𝑢' 

For each URL 𝑢': 

𝑇' = ⋃ 𝑃'(
)!
(*!                       (2) 

where  

• 𝑃'( is the j-th paragraph of article 𝑖. 
• 𝑚' is the total number of paragraph tags in 
the article.  
Thus, the reference article content is: 

𝑑& = 𝑇'(𝑢&) 
and the set of comparison articles is: 

        𝑇& = 𝑊(𝑢&)                            (3) 

𝑇+ = {𝑇!, 𝑇", … . , 𝑇#} 
The following preprocessing steps can be used to 
minimize noise and increase the usefulness of se-
mantic representation. 

Let 𝑑' be the raw text extracted from article 𝑢'. 
The tokenization process splits the document into 
a sequence of tokens: 
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𝑇𝑜𝑘(𝑇') = 8𝑡'!, 𝑡'", … . , 𝑡'#!:                       (4) 

where  

• 𝑡'( represents the 𝑗-th token. 
• 𝑛' is the total number of tokens in docu-
ment 𝑇'. 

Let 𝑆 be the predefined set of stopwords. 
Stopword filtering is defined as:  

𝐹𝑆(𝑇') = {𝑡 ∈ 𝑇𝑜𝑘(𝑇')|𝑡 ∉ 𝑆𝑊}                (5) 
Let 

𝐿(. ) be the lemmatization function that maps a to-
ken to its base form 
The lemmatized token sequence is: 

𝐿(𝑇') = {𝐿(𝑡)|𝑡	𝜖	𝐹𝑆(𝑇')}                (6) 
Let  

𝛼(𝑡) be a predicate function such that: 

𝛼(𝑡) =

D1,										𝑖𝑓	𝑡	𝑐𝑜𝑛𝑡𝑎𝑖𝑛𝑠	𝑜𝑛𝑙𝑦	𝑎𝑙𝑝ℎ𝑎𝑏𝑒𝑡𝑖𝑐	𝑐ℎ𝑎𝑟𝑐𝑎𝑡𝑒𝑟𝑠		0,																																																																									𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒   

The final preprocessed token set is: 

𝑃(𝑇') = {𝑡 ∈ 𝐿𝑇'|𝛼(𝑡) = 1}              (7) 
The entire preprocessing pipeline can be repre-
sented as a composite function: 

𝑃(𝑇') = 𝛼 S𝐿 T𝐹𝑆U𝑇𝑜𝑘(𝑇')VWX         (8) 

Thus, for all scraped documents: 

                      𝑃𝑇' = 𝑃(𝑇'),					∀𝑖	 ∈ 	 {1,2, … , 𝑛}       (9) 
After preprocessing the processed textual data is 
turned into dense vectors with the help of a pre-
trained sentence embedding model (de Souza et al., 
2022). Paraphrase-MiniLM-L6-v2 of the sentence 
transformer architecture has been used to encode 
each news article into a set semantic embedding of 
fixed length. Contextual and semantic relations be-
tween sentences are captured by this model, and al-
lows meaningful comparisons of news items based 
on the underlying content of the news item rather 
than superficially based on lexical similarity (Liu et 
al., 2024; Mhatre & Masurkar, 2021). 
Let the preprocessed text document be represented 
as a sequence of tokens: 

𝑃𝑇' = {𝑡!, 𝑡", … . , 𝑡#}                       (10) 

The semantic embedding function 𝑓,(. ), imple-
mented using a pre-trained Sentence Transformer 
model (paraphrase-MiniLM-L6-v2), maps the doc-
ument into a fixed-dimensional vector space (Liu et 
al., 2024): 

𝑒' = 𝐸(𝑃𝑇'; 	𝜃) ∈ ℝ-                           (11) 
where 

• 𝜃 denotes the learned parameters of the 
pre-trained transformer. 

• 𝑑 is the embedding dimension (typically 
𝑑 = 384). 
• 𝑒 captures the contextual and semantic 
meaning of the entire document.  

For a reference article 𝐷& and a comparison article 
𝐷+, the embeddings are given by: 

𝑒. = 𝐸(𝑃𝑇.; 𝜃), 	𝑒/ = 	𝐸(𝑃𝑇/; 𝜃)               (12) 
The Similarity Computation Module calculates the 
semantic similarity between trusted reference arti-
cle, as well as each comparison article. Once the se-
mantic embeddings are created using the Sentence-
BERT model, the contextual similarity between 
news articles reporting the same event is compared 
using the embedding vectors. The similarity scores 
produced along with the information about source 
credibility are fed into the Rule-Based Classifica-
tion Module for final classification.  

The similarity of two articles can be quantized us-
ing a metric called semantic similarity, which 
measures how much two articles have in common 
despite any differing in writing style, vocabulary, or 
sentence structure. The articles are expected to 
show greater semantic similarity between them-
selves and lesser semantic agreement with the ref-
erence article for articles describing the same 
event, and lesser semantic agreement with the ref-
erence article for articles with misleading, incom-
plete or fabricated information (Gorai & Shaw, 
2025). The semantic similarity between the refer-
ence article embedding and comparison article em-
bedding is calculated as follows: 

𝑠 = 𝑆(𝑒. , 𝑒/) = 	
0"	.0#

‖0"‖×‖0#‖
                   (13)                       

where:  

• 𝑒. = Semantic embedding vector of the ref-
erence article 
• 𝑒/  = Semantic embedding vector of the 
comparison article 
• 𝑒.	.		𝑒/  = Dot product of the embedding 
vectors 
• ‖𝑒.‖ = Magnitude of the reference embed-
ding vector 
• ‖𝑒/‖ = Magnitude of the reference embed-
ding vector 

The similarity score ranges between: 

0 ≤ 𝑠 ≤ 1                                (14) 
A value closer to 1 indicates stronger semantic 
agreement between the articles, while a value closer 
to 0 indicates greater semantic divergence. 
After computing the similarity level, a clear rule-
based classification mechanism is used to classify 
the credibility of each news article. The proposed 
framework utilizes explicit decision rules which are 
created based on semantic similarity scores, rather 
than relying on labeled training data as do super-
vised machine learning techniques. These rules of-
fer clarity and interpretation on each classification 
decision (Amira et al., 2024). 
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Let 𝑠	denote the semantic similarity score between 
a candidate article A and a trusted reference article 
R, formally defined over the interval: 

𝑠	 ∈ [0,1]                            (15) 

A classification function 𝐶(𝑠) is defined as follows: 

                     𝐶(𝑠) = D𝑅𝑒𝑎𝑙	𝑁𝑒𝑤𝑠,				𝑠 ≥ 𝜏
𝐹𝑎𝑘𝑒	𝑁𝑒𝑤𝑠,				𝑠 < 𝜏                (16) 

where 𝜏 represents the predefined semantic simi-
larity threshold, empirically set to: 

𝜏 = 0.60						(60%) 
Rule R1 — Real News Classification: 

  𝑅!: 𝑠 ≥ 𝜏      (17) 
This rule means that the comparison article is suf-
ficiently similar in context with the trusted refer-
ence article to be interpreted as semantically con-
sistent with the event reported in the latter (Mhatre 
& Masurkar, 2021). 
Rule R2 — Fake News Classification: 

𝑅": 𝑠 < 𝜏         (18) 
This rule finds articles that do not semantically 
agree with the trusted article. Such articles are 
deemed to be potentially misleading, inconsistent, 
or manufactured with regard to the verified news 
event.  
The threshold value was chosen to partition be-
tween semantically similar and semantically dis-
similar articles. The rules generated by the algo-
rithm form the core decision making process in the 
proposed framework and can be used to classify the 
news articles without training the model or having 
much labeled data (Mhatre & Masurkar, 2021).  
These rules are then tested for effectiveness 
through association rule interestingness measures 
such as Support, Confidence and Lift to assess the 
reliability and statistical significance of these rules. 

The binary decision boundary partitions the se-
mantic similarity space into two disjoint regions: 

         Ω = Ω.045 ∪	Ω6470       (19) 
such that: 

       Ω.045 = {𝐴 ∈ Ω	|	s(A) ≥ τ}	,					Ω6470 =	{𝐴 ∈
Ω	|	s(A) < τ}								     (20) 

where Ω denotes the complete set of candidate ar-
ticles under evaluation. 

The credibility of each news source is also checked 
with a pre-defined trusted domain list, in addition 
to semantic similarity analysis. The source verifica-
tion is an auxiliary validation method that aids the 
interpretation of the semantic similarity and aids 
the cross-source verification (Nikam & Dalvi, 
2020). 

Let 𝐷 denote the finite set of trusted news domains, 
formally defined as:   

𝐷 = {𝑑!, 𝑑", 𝑑8, 𝑑9, 𝑑:, … . . 𝑑#}          (21) 

For each candidate article 𝐴, let 𝑑𝑜𝑚(𝐴) represent 
the domain attribute of its publishing source. A 
source credibility function 𝑆𝐶(𝐴) is then defined as: 

𝑆𝐶(𝐴) = D
1,																			𝑑𝑜𝑚(𝐴) ∈ 𝐷
0,																			𝑑𝑜𝑚(𝐴) ∉ 𝐷               (22) 

Rule R3 — Source Credibility Verification: 
 𝑅8: 𝑑𝑜𝑚(𝐴) ∈ 𝐷                 (23) 

This rule is followed to determine if a comparison 
article comes from a trusted and reputable news 
source. Similarity score and classification result are 
logged alongside credibility information to aid in 
interpretation of results. The trusted-source verifi-
cation introduces transparency by enabling the 
analysis of the semantic similarity results with re-
spect to the trustworthiness of the sources (Gorai & 
Shaw, 2025). 
To assess the reliability and significance of the gen-
erated classification rules, three rule interesting-
ness measures are computed: Support, Confidence, 
and Lift. These measures offer quantitative evi-
dence of the semantics relationships between the 
reference article and comparison articles. 
Three commonly used association rule interesting-
ness measures — Support, Confidence, and Lift — 
are employed to rigorously assess the statistical re-
liability and discriminative significance of the clas-
sification rules R1 and R2. These measures collec-
tively measure how well the semantic similarity 
scores support the classification decisions made by 
the generated classifiers, thus further strengthen-
ing the explainability and statistical validity of the 
proposed framework (Zhang et al., 2024). 
This threshold is chosen so as to have a well-sepa-
rated separation boundary between semantically 
coherent and semantically divergent articles with a 
good balance between false positive and false neg-
ative classification errors.  
Support is the degree of similarity between two ar-
ticles semantically. Support is defined as: 

𝑆𝑢𝑝𝑝(𝐴) = 100 × 𝑠(𝐴)                       (24) 

where 𝑠(𝐴) ∈ [0,100] is a percentage-scaled seman-
tic similarity score. Alternatively, since similarity is 
defined on the unit interval, this is equivalent to: 

                𝑆𝑢𝑝(𝐴) = 100 × 0"∙0#
‖0"‖‖0#‖

	  (25) 

The higher the support value the greater the agree-
ment in context between the articles. 

 
The degree of confidence is the confidence of the 
obtained classification rule. For rule 𝑅', Confidence 
is defined as: 

𝐶𝑜𝑛𝑓(𝑅') =
<=>(.!)
!,,

                                (26) 
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A higher confidence value indicates that the seman-
tic similarity score is highly indicative of the as-
signed classification. 
Lift is a measure of whether the observed semantic 
agreement is greater than normal. Lift for rule 𝑅'is 
formally expressed as:  

𝐿𝑖𝑓𝑡(𝑅') =
/A#B(.!)
<=>$%&'

                   (27) 

where 𝑆𝑢𝑝C4D0	 represents the expected Support un-
der the baseline condition, set equal to the classifi-
cation threshold: 

𝑆𝑢𝑝C4D0 = 𝜏                           (28) 
Substituting, the Lift expression expands to: 

𝐿𝑖𝑓𝑡(𝑅') =
/A#B(.!)

E
                      (29) 

The interpretation of Lift values follows a well-es-
tablished convention: 

𝐿𝑖𝑓𝑡(𝑅') v
					> 1																𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒	𝑎𝑠𝑠𝑜𝑐𝑖𝑎𝑡𝑖𝑜𝑛	
= 1																													𝐼𝑛𝑑𝑒𝑝𝑒𝑛𝑑𝑒𝑛𝑡
< 1												𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒	𝑎𝑠𝑠𝑜𝑐𝑖𝑎𝑡𝑖𝑜𝑛

                                    

(30) 
Lift values >1 means that the compared articles 
have a higher than expected association to each 
other. 
Rule R4 — Rule Interestingness Criterion: 

𝑅9: 𝐿𝑖𝑓𝑡(𝑅') > 1                                       (31) 

Formally, a rule 𝑅' is deemed statistically interest-
ing if and only if: 

	𝑆𝑢𝑝(𝑅') ≥ 𝜏		 ∧ 		𝐶𝑜𝑛𝑓(𝑅') 			∧ 			𝐿𝑖𝑓𝑡(𝑅') > 1       (32) 
Rules that meet this criterion are deemed to be sta-
tistically significant and to give more compelling 
evidence of semantic consistency between news 
sources.  
By integrating Support, Confidence and Lift, the 
proposed framework becomes more explainable by 
quantifying the reliability and significance of the 
classification rules generated. 
The complete interestingness profile for each clas-
sification rule 𝑅'is thus represented as a triple: 

𝐼𝑃(𝑅') = (𝑆𝑢𝑝(𝑅'), 𝐶𝑜𝑛𝑓(𝑅'), 𝐿𝑖𝑓𝑡(𝑅'))     (33) 

where IP(𝑅') is the composite interestingness pro-
file. 
The inclusion of these measures of interestingness 
in the proposed framework has two purposes. First, 
they allow a principled, quantitative evaluation of 
the reliability and discriminative capability of each 
classification rule. Second, they increase the ex-
plainability of the framework by providing a met-
ric-based, and hence transparent, justification of 
each classification decision, which is important in 
the context of automated fake news detection sys-
tems for deployment in real-world high-stakes in-
formation environments. This decision mechanism 
that is guided by rules is interpretable and does not 

rely on labeled training data (Nikam & Dalvi, 
2020).  
 
The Result Export Module is the final step in the 
proposed fake news detection pipeline. All interme-
diate computational outcomes, as well as the final 
classification decision results, from the previous 
modules are then systematically integrated into a 
structured, machine-readable document for each 
candidate comparison article, after performing the 
rule-based classification process. The responsibil-
ity of this module is to integrate, shape and store 
the entire output set in a way that facilitates further 
statistical analyses, graphical representation and 
experimental repeatability. The modular 
architecture will make it transparent, interpretable 
and easy to extend to hybrid approaches in future. 
For each comparison article, the output record is 
represented as: 

    𝑂' = {𝑈' , 𝑠' , 𝐶' , 𝑆𝐶' , 𝑆𝑢𝑝' , 𝐶𝑜𝑛𝑓' , 𝐿𝑖𝑓𝑡' , 𝑦}'}        (34) 
where 

• 𝑈' - URL ID. 
• 𝑠' – Semantic Similarity Score 
• 𝐶' – Classification Result 
• 𝑆𝐶' – Source Credibility 
• 𝑆𝑢𝑝' – Support 
• 𝐶𝑜𝑛𝑓' – Confidence 
• 𝐿𝑖𝑓𝑡' – Lift 
•  𝑦}' – Predicted Label  
All records are aggregated into a result set: 

ℛ = {ℛ!, ℛ", … . , ℛF}                         (35) 
The final result matrix is stored in CSV format as: 

𝑀 =

�

𝑈! 𝑠! 𝐶! 𝑆𝐶! 𝑆𝑢𝑝! 𝐶𝑜𝑛𝑓! 𝐿𝑖𝑓𝑡!	 𝑦}!
𝑈" 𝑠" 𝐶" 𝑆𝐶" 𝑆𝑢𝑝" 𝐶𝑜𝑛𝑓" 𝐿𝑖𝑓𝑡" 𝑦}"
⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮
𝑈# 𝑠𝑖𝑚# 𝐶# 𝑆𝐶# 𝑆𝑢𝑝# 𝐶𝑜𝑛𝑓# 𝐿𝑖𝑓𝑡# 𝑦}#

�               

(36) 
This structured output supports statistical analysis, 
visualization, and reproducibility of experimental 
results. 
ALGORITHM 1: RULE-BASED SEMANTIC 
SIMILARITY 

Step 1: 𝑡&0B ← 𝑆𝑐𝑟𝑎𝑝𝑒𝐶𝑜𝑛𝑡𝑒𝑛𝑡(𝑠&0B) 

Step 2: 𝑡&0B ← 𝑃𝑟𝑒𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑇𝑒𝑥𝑡(𝑡&0B) 

Step 3: 𝑒&0B ← 𝐸𝑛𝑐𝑜𝑑𝑒𝐸𝑚𝑏𝑒𝑑𝑑𝑖𝑛𝑔U𝑡&0BV 

Step 4: 𝑓𝑜𝑟	𝑒𝑎𝑐ℎ	𝑈𝑅𝐿	𝑠' ∈ 𝛿+)>	𝑑𝑜 

Step 5: 𝑡' ← 𝑆𝑐𝑟𝑎𝑝𝑒𝐶𝑜𝑛𝑡𝑒𝑛𝑡(𝑠') 

Step 6: 𝑡' ← 𝑃𝑟𝑒𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑇𝑒𝑥𝑡(𝑡') 

Step 7: 𝑒' ← 𝐸𝑛𝑐𝑜𝑑𝑒𝐸𝑚𝑏𝑒𝑑𝑑𝑖𝑛𝑔(𝑡') 

Step 8: 𝑆𝑖𝑚' ← 𝑆𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦U𝑒&0B , 𝑒'V 
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Step 9: 𝑑𝑜𝑚𝑎𝑖𝑛' ← 𝐸𝑥𝑡𝑟𝑎𝑐𝑡𝐷𝑜𝑚𝑎𝑖𝑛(𝑠') 

Step 10: 𝑖𝑓	(𝑆𝑖𝑚' ≥ 𝜏)	𝐴𝑁𝐷	(𝑑𝑜𝑚𝑎𝑖𝑛' ∈
𝒟G&=DG)	𝑡ℎ𝑒𝑛 

Step 11: 𝑦' ← 𝑅𝑒𝑎𝑙 

Step 12: 𝑒𝑙𝑠𝑒 

Step 13: 𝑦' ← 𝐹𝑎𝑘𝑒 

Step 14: 𝑒𝑛𝑑	𝑖𝑓 

Step 15: 𝑆𝑡𝑜𝑟𝑒(𝑠' , 𝑆𝑖𝑚' , 𝑑𝑜𝑚𝑎𝑖𝑛' , 𝑦') 

Step 16: 𝑒𝑛𝑑	𝑓𝑜𝑟 

Step 17: 𝐸𝑥𝑝𝑜𝑟𝑡𝑅𝑒𝑠𝑢𝑙𝑡𝑠𝑇𝑜𝐶𝑆𝑉(	) 
End Algorithm 

RESULTS 
The proposed framework for detecting fake news 
was tested with 51 news articles from various news 
sources across the country and the world on the Air 
India Flight 171 incident. To each comparison arti-
cle we first scraped the entire text, preprocessed the 
text, next converted it to semantic embeddings with 
the Sentence-BERT model (paraphrase-MiniLM-
L6-v2) and calculated the cosine similarity between 

the comparison article and the reference article. A 
predefined similarity threshold of 60% was 
adopted for rule generation and classification, 
where articles were classified as Real News if the 
similarity score is at or above 60% and as Fake 
News if the similarity score is below 60%. Further-
more, the support, confidence and the lift measures 
were calculated to evaluate the strength and relia-
bility of the classification rules produced. 
Text preprocessing is an important aspect to en-
hance the desirable semantic similarity measure-
ment. Lowercasing, stop-word removal, punctua-
tion elimination and lemmatization were per-
formed in the preprocessing stage to minimize the 
lexical noise and normalize the textual content 
prior to embedding generation.  

The impact of preprocessing on the semantic simi-
larity pipeline is summarized in Figure 2. Noisy to-
kens, punctuation and stylistic differences create 
inconsistent semantic representations without pre-
processing, which leads to lower similarity scores. 
Once preprocessed, the resulting embeddings are 
better aligned semantically and the system is able 
to capture the meaning of the articles more effec-
tively. This results in better similarity computation 
and better rule-based classification results.

 

 
Figure 2 Impact of Text Preprocessing on Semantic Similarity-Based Fake News Detection 

The effectiveness of preprocessing is further illus-
trated in Figure 3. In the original set of articles, 
there were 12 articles classified as Real and 38 arti-
cles classified as Fake. There were 12 articles that 
were identified as Real and 38 articles that were 

identified as Fake before pre-processing. The num-
ber of correctly classified Real articles rose signifi-
cantly from 10 to 42 after preprocessing, and the 
number of correctly classified Fake articles fell to 8 
after preprocessing. The result shows that there is 
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an improvement in semantic matching of related 
news reports and misclassification is reduced by 
preprocessing because of the linguistic differences. 
 

 
Figure 3 Classification Outcomes Before and After Preprocessing 

Table II shows the summary of the 51 news articles 
collected and the semantic similarity scores ob-
tained. The result yielded an average similarity 
score of 36.69 % and a standard deviation of 32.58 
%. Among the different articles, the highest simi-
larity score was obtained for the AP News article 

(82.48%) and the lowest was obtained for the Reu-
ters article (−2.82%). According to the predefined 
similarity threshold, out of the 51 articles evalu-
ated, 20 were considered Real News and 31 were 
considered Fake News.

 
Table II: Rule-Based Classification Results using Semantic Similarity 

Metric Value 
`Total Articles Evaluated 51 
Mean Similarity (%) 36.69 
Std. Deviation 32.58 
Min Similarity (%) −2.82 (Reuters) 
Max Similarity (%) 82.48 (AP News) 
Articles Classified Real 20 
Articles Classified Fake 31 

Figure 4 shows the distribution of semantic simi-
larity scores among all the news sources evaluated. 
The heat map shows that there is significant differ-
ence between articles reporting the same event. 
Some articles share similar content to the articles' 
scores are above the 60% threshold and thus are 

deemed Real News, and others have scores below 
the threshold but contain similar information. The 
study serves to illustrate the differences in journal-
istic writing styles, the structure of the narrative 
and the different perspectives on the news of vari-
ous news organizations.
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Figure 4 Semantic Similarity Scores across News Sources 

Although the established news outlets like The 
Hindu, BBC, NDTV, and The New Indian Express 
are credible, the articles in these newspapers had 
lower similarity scores than the pre-determined 
threshold to be classified as real news. As a result, 
the system identified all reviewed papers as fake. 
This finding indicates that editorial framing, narra-
tive focus and context focus differ considerably 
among news sources even when they report the 
same news. This diversity has negative impact on 
the decision rules of similarity leading to excessive 
conservativeness in classifications. 
The results indicate that the similarity of the mean-
ings does not always correspond to the credibility 
of the source. Articles written by reputable organi-
zations might get less similarity scores because 
they report things differently, put emphasis on dif-
ferent aspects or report context details differently. 
As a result, the measure of semantic similarity 
should be used only as a sign of content consistency 
and not as a standard for determining the authen-
ticity of news. 

The implemented framework automatically derives 
classification rules from semantic similarity values. 
There are two primary decision rules for classifica-
tion: 

R1: IF Similarity ≥ 60% THEN News = Real 

R2: IF Similarity ˂ 60% THEN News = Fake 
To assess the quality of generated rules, three inter-
estingness measures have been calculated: 

Support = Similarity/100 
Confidence = Similarity/100 
Lift = Support/Expected Support (Expected Sup-
port = 0.60) 
Confidence values for several similarity rules are 
given in Figure 5. The range of confidence values is 
from 0.76 to 0.91, showing the strong correlation 
between semantic similarity and classification de-
cision. The maximum confidence value for R3 rule 
is 0.91, which indicates that the classification gen-
erated by the rule is reliable.
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  Figure 5 Confidence Values of Generated Similarity Rules  
The lift of the generated rules is represented in Fig-
ure 6. The rules have lift values higher than 1 in the 
range of 1.09 to 1.65. If the value of LIFT is greater 

than 1, there is a positive correlation between simi-
larity condition and class label. For analyzed rules, 
the highest lift value is 1.65 as given by R3. 

 
  Figure 6 Lift Values of Generated Similarity Rules  

The experimental results show that preprocessing 
significantly enhances the effectiveness of the se-
mantic similarity measures and classification per-
formance. The results of the preprocessing show 
that the number of Real News articles goes from 12 
to 42 after the normalization process. Moreover, 
the rule-based approach can yield meaningful clas-
sification decisions in terms of interestingness 
measures and explicit similarity thresholds.  

The results, however, indicate the limitations of us-
ing semantic similarity alone. Two articles about 
the same event can have very different terms and 
different emphases and different structures, scor-
ing low similarities even if they are correct in their 
facts. Thus, further research needs to incorporate 
other credibility cues like the presence of named 
entities, source trustworthiness, temporal con-
sistency, and fact-checking. This type of hybrid ap-

proach will enhance detection robustness and re-
tain the interpretability benefits of rule-based sys-
tems. 

CONCLUSION 
In this study, an explainable rule-based fake news 
detection framework was proposed, which com-
bines automated web scraping, text preprocessing, 
semantic embedding, and rule reasoning based on 
cross-source news verification. The proposed ap-
proach is based on the use of Sentence-BERT se-
mantic embeddings and cosine similarity analysis, 
which are used to assess the consistency of the con-
tent of news from various sources without using la-
beled training sets. The framework's combination 
of semantic similarity calculations and comprehen-
sible classification rules offers a clear and efficient 
method for recognizing potentially unreliable news 
articles. 
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The experimental evaluation was carried out with 
51 news articles gathered from a variety of national 
and international news reports regarding the Air 
India Flight 171 incident. The results showed that 
text preprocessing has a significant effect on im-
proving the similarity between texts and classifica-
tion results by eliminating text noise and increas-
ing the similarity between the meaning of the texts 
of related articles. The generated rules were able to 
classify the articles with a predefined similarity 
threshold and were able to give an interpretable de-
cision-making with support, confidence, and lift 
measures. The results of the confidence and lift 
analyses further verified the effectiveness and reli-
ability of the rules produced, thus demonstrating 
the potential of explainable fake news detection us-
ing rule-based reasoning. 
In addition, the study found significant differences 
in the semantic similarity scores of articles cover-
ing the same event. The news sources were not se-
mantically aligned in all aspects, due to editorial 
differences, narrative focus, context coverage, and 
reporting structure. The results suggest that se-
mantic similarity can be a useful measure of con-
tent consistency, but it should not be used as a sin-
gle criterion to assess news authenticity. Although 
the proposed framework is transparent, it is easy to 
interpret, and easy to implement, adopting only 
similarity-based rules might not be sufficient to 
perform classification in complex real-world news 
environments. 
In the future, additional credibility-sensitive fea-
tures, including named-entity overlap, factual con-
sistency check, sentiment analysis, temporal align-
ment, and source credibility assessment, will be in-
tegrated with the proposed framework to develop a 
hybrid fake news detection system. In addition, 
machine learning classifiers can be integrated with 
the rule-based reasoning for better robustness, 
scalability, and generalization in various news do-
mains. Such a hybrid approach has the potential to 
achieve higher detection accuracy while preserving 
the interpretability and explainability that are es-
sential for trustworthy fake news detection sys-
tems. 
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