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Abstract

Cloud computing is an internet-based computing paradigm that provides various hosting and delivery services over the internet.
It offers computational resources to users based on their demand. Data storage is one of the main benefits of cloud computing. It
provides users with plenty of space to store their data neatly and access it easily, no fuss involved. More and more companies are
jumping on cloud platforms that offer Storage as a Service (STaa$S), helping them skip the hefty upfront costs and ongoing maintenance
of their own servers. However, when organizational and enterprise data are moved to public cloud storage, ensuring data protection
and security becomes a critical concern. If unencrypted data is transmitted to the public cloud, there is a possibility of data breaches
during transmission. To address this issue, an efficient technique called Enhanced Positional Vigenére (EPV) is proposed in this work.
Strengthening the ciphertext and improving data security are the goals of the suggested approach. The EPV technique is implemented

in Java, and our experiments show it boosts performance, ramps up efficiency, and makes the ciphertext even more complex.
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Introduction

Cloud computing uses the internet to deliver hardware
and software services. The hardware, storage, networks,
interfaces, and services that make up the “cloud” enable users
to access infrastructures, processing power, applications,
and services whenever they want, regardless of where
they are located [thabit et al., 2022]. Three types of services
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are offered by the cloud computing concept, including
Infrastructure as a Service (laaS), Platform as a Service
(PaaS), and Software as a Service (SaaS), all of which refer
to a service-oriented architecture. In that Infrastructure as
a Service, Server, Storage and Network services are provided
by the Cloud. Cloud computing shines brightest for data
storage. Cloud Storage provides environment to store their
use data via Storage as a Services for cloud users. Because
of these benefits each and every organization moves their
data to the cloud[sana et al., 2023].

Besides the cloud benefits, it has number of issues
related to security. Security tops the list of concerns in cloud
environments. Once the user data sent to the cloud, cloud
storage provider(CSP)only responsible for that user data.
The cloud storage is fully outsourced to the Cloud Service
Provider (CSP). That is, such users can’t get their hands on
their data or see where it’s stored for themselves, and they
typically have no idea of its exact whereabouts. Cloud is
a public environment, where there is lot of possibilities to
attack and hack the user data. Therefore, it is necessary to
safeguard that data from unwanted access. Cryptography is
used in cloud data security to ensure data protection. These
days, cryptography is thought of as a combination of three
different kinds of algorithms. Symmetric-key algorithms,
asymmetric-key algorithms, and hash function algorithms
are the three types of algorithms.
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Cryptography is the study of encrypting and decrypting
data. There are numerous cryptography methods for
both encryption and decryption. Conventional and public
key cryptography are two categories of cryptographic
methods [gupta et al.,2023]. Another name for conventional
cryptography is symmetric key cryptography. Asymmetric
(or public key) cryptography employs a public key for
encryption and a private key for decryption, in contrast
to symmetric key cryptography, which uses a single key
for both. Tim Mather et al.,2009 claims that symmetric
encryption is more appropriate for handling encryption
in the shortest amount of time and effective for handling
massive amounts of data in cloud storage.

Data security is one of the main issues with cloud storage.
Users of cloud computing frequently have little control and
monitoring power over their data which may be spread
across multiple data centers. When users transfer their
data to public cloud storage security risks related to data
transmission may become apparent. In order to improve
data security, user-side encryption techniques must be put
into place. This study suggests a confidentiality-enabled
method that ensures safe data transmission and storage by
encrypting data prior to its transfer to cloud storage.

Related Works

The proposed technique is inspired by previous works in
which different methodologies were employed to secure
data stored in the cloud using cryptographic techniques.
Some of the related works are reviewed as follows:

To handle encryption and decryption procedures and
safeguard data kept in cloud environments Jagadeeshwar
etal.,2024 suggests an automated security model based on
cryptography. Patil et al., 2024 enhanced privacy protection
in cloud computing by strengthening Ciphertext-Policy
Attribute-Based Encryption with hashing and signature
validation techniques. Rupa et al., 2023 introduced a novel
homomorphic encryption scheme by means of matrix
transformations to achieve security of cloud data utilizing
symmetric keys. Saginayev et al.,2024 suggested a hybrid
cryptography system based on AES-256, RSA and SHA-256
for the protection of cloud file storage.

Truong et al.,2025 made an extensive survey on
security issues of distributed infrastructures such as data
confidentiality in the multi-clouds, identity and access
management (IAM), emerging cross-cloud threats. These
researchers additionally elaborated on privacy preserving
techniques and cryptographic protections for multi-cloud
environments complex multicloud ecosystems.

Al-based security is increasingly becoming popular
for real-time threat detection and automatic incident
response in cloud environments. Shaffi et al.,2025 studied
the application of ML and predictive analytics for anomaly
detection and response plan, concluding that Al can
greatly improve the cloud resilience to changing cyber-

attacks albeit with ethical and reliability issues. Cloud loT
security related research also has impact on data security in
distributed environment. Pathak et al.,2024 reviewed threat
and security mechanisms at the edge, cloud-loT integrated,
and cloud with the support of blockchain, ML and some
other emerging technologies and highlighted the need for
cohesive multi-layer defense solutions to maintain privacy
and to avoid data exfiltration.

Enhanced Positional Vigenére (EPV) Technique

This EPV technique is proposed to overcome existing
limitations and to preserve the privacy and confidentiality
of data stored in the cloud. The objective of the system is
to encrypt the given plaintext using a key selected by the
sender and to decrypt the ciphertext using the same key.
Before encryption, repeated letters in the plaintext are
removed and stored separately, thereby reducing the size
of the ciphertext. After decryption, the previously removed
repeated letters are reinserted into the recovered plaintext
to reconstruct the original message. The proposed work
is implemented using a simple mathematical formula.
Encryption is performed by adding the positional values of
the plaintext and the key, while decryption is carried out by
subtracting the key values from the ciphertext. However, the
key value must be smaller than the plaintext and ciphertext
values to ensure proper computation.

Furthermore, the proposed technique is extended
to support both uppercase and lowercase alphabets. It
removes repeated alphabets and spaces from the plaintext,
and their positions are stored separately. In this approach, 26
uppercase and 26 lowercase alphabets are used, resulting in
a total of 52 characters. Equation 1 is used for encryption is:

Ciphertext = (Plaintext + Key) mod 52 m
Equation 1 is used for decrypting the ciphertext is:
Plaintext = (Ciphertext — Key) mod 52 2)

Each uppercase and lowercase alphabet is assigned a unique
positional value. These positional values are substituted into
the formula for the given plaintext and key. The 52 alphabets
are arranged in a predefined order, and the positional values
assigned to them are shown in the figure 1 below.

lllustration of the EPV Technique

Encryption Phase:

Step 1: The plaintext “Be Positive” is selected as the input
message to be encrypted.

Step 2: The repeated letters and spaces are removed from
the plaintext, and the positions of those letters are stored
separately. The resulting processed plaintext becomes
“BePositv.”

Step 3: The plaintext is divided into separate blocks, and
positional values are assigned to the letters based on the
positional Mapping Matrix.
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26 27 28 29 30 31 32 33 34 35 36 37 38

39 40 41 42 43 44 45 46 47 48 49 50 51

Figure 1: positional Mapping Matrix

Be P o s i t v

1 30 15 40 44 34 45 47

Step 4: Select the encryption key. In this illustration, the
selected key is “DEAD.”

Step 5: Divide the key into blocks corresponding to the
plaintext blocks and assign positional values to each letter
of the key, as shown below:

Key:

DEADDEAD

Values:

34033403

Step 6: Apply the positional values of the plaintext and the
key sequentially in the encryption formula 1:

Ciphertext = (Plaintext + Key) mod 52

For example,

Ciphertext = (1 + 3) mod 52 =4

The resulting value is 4. Referring to the value table, the letter
corresponding to position 4 is E. Therefore, the ciphertext
character is E.

Step 7: Repeat Step 6 for the remaining plaintext and key
values. The resulting ciphertext is “EiPrvmty.”

Decryption Phase

Step 1: Obtain the ciphertext, the key, and the position file.
Step 2: Divide the ciphertextinto separate blocks and assign
positional values to each letter according to the value table,
as shown below:

Ei P r v.m t vy

4 34 15 43 47 38 45 50

Step 3: Divide the key into blocks corresponding to the
ciphertext blocks and assign positional values to each letter
of the key, as shown below:

DEADDTEAD

34033403

Step 4: Apply the positional values of the ciphertext and
the key sequentially in the decryption formula 2:

Plaintext = (Ciphertext — Key) mod 52

For example,

Plaintext = (4 — 3) mod 52=1

Theresulting value is 1. Referring to the value table, the letter

corresponding to position 1 is B. Therefore, the decrypted
plaintext character is B.

Step 5: Repeat Step 4 for the remaining ciphertext and key
values. The resulting plaintext is “BePositv.”

Step 6: Using the given position file, arrange the obtained
plaintext in the original order. The reconstructed plaintext
is “Be Positive.”

Results and Discussion

The Java programming language is used to implement
the suggested technique. The output of the proposed
framework is described in this section. The plaintext to be
encrypted is entered and saved in the designated plaintext
notepad as shown in the Figure 2. Similarly, the key used
for encryption is entered and saved in the designated key
notepad, as shown in the Figure 3.

After setting the path, the encryption and decryption
processes are executed, and finally the original plaintext is
obtained, as shown in the Figure 4.

As a result, the given key, plaintext, and the positions
of the previously removed repeated letters and spaces
are displayed. The encrypted text and the decrypted text
generated using the key are also displayed along with the
restored repeated letters and spaces. In this example, the
plaintextis “Be Positive” and the key is “DEAD.” The resulting
ciphertext is “EiPrvmty.” After decryption using the same
key, the original plaintext is successfully recovered. Thus,
the plaintext is accurately reconstructed after decrypting
the ciphertext with the corresponding key. This enhanced
approach increases the complexity of the classical Vigenere
cipher and improves the security of cloud-stored data,
making it more resistant to unauthorized access and
cryptanalysis.

Features of the Proposed EPV Technique
Cloud computing faces various challenges in storing

users’ data securely. The proposed technique helps

manage cloud data while preserving its confidentiality. This
technique includes several important features, which are
described as follows:

« The proposed technique provides enhanced security
compared to existing algorithms. It is extended to
support both uppercase and lowercase letters, and
the positions of the alphabets and spaces are stored
separately.

« Each alphabet is assigned a positional value, and this
position is changed dynamically during the encryption
process. The encryption process is performed only on
unique letters, excluding repeated letters and spaces.

- Byeliminating repeated letters and spaces, the file size is
reduced, thereby minimizing storage requirements. The
decryption process can be performed only when both
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PlainText - Motepad —olEN
File Edit Format View Hep

Be Positive

Figure 2: plain text

key - Notepad —olEN
File Edt Format View Help
DEAD|
Figure 3: Key
ax Command Prompt - OEm

Be Positive

:{B=[8], e=[1, 18], space=[21, P=[31, o=[4], s=[51. i=[6, 81, t=I[

e Positive
ated Text :BePositu
Cyper Text : EiFrvnty

Tahle :B=[B1. e=[1, 18], space=[21. P=[3]1. o=04]1, s=[51. i=[6. B1, t=L[7]

le—-Generated Plain Text :Be Positive

D:\LooklUpTabhleEncription?

Figure 4: output file

the key and the position file are provided to the receiver.
« This technique is suitable for both large and small data
sizes, as it reduces the size of the encrypted data file.
Consequently, the file can fitinto limited memory space.

Conclusion

This paper proposes a novel approach to cloud computing
data security problems. In day-to-day life, cloud computing
plays a significant role, as it provides a platform for storing
and managing data over the Internet as an alternative to a
computer’s local memory or hard drive. The objective of
this work is to ensure secure data sharing in the cloud. This

EPV technique is inspired by the classical Vigenére cipher,
which was originally implemented only for uppercase
letters. The proposed method extends the algorithm to
support both uppercase and lowercase letters by applying a
simple mathematical formula. Additionally, repeated letters
and spaces are removed during the encryption process
and are reinserted during decryption to reconstruct the
original plaintext. Experimental results demonstrate that the
proposed technique provides enhanced security compared
to traditional approaches. The method involves simple steps
for encryption and decryption, making the system easy to
operate and user-friendly. Future work includes extending
the system to support numerical values and special
characters. The proposed system can be implemented in
both public and private cloud environments.
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