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Abstract

Authentication of smart grid privacy-preserving aggregation addresses two of the key privacy and security issues of the smart grids: user
data confidentiality and grid node communication safety. The proposed study elaborates on a new approach to data aggregation with
authentication in smart grid systems for the safe and efficient exchange of information. The proposed solution would apply techniques,
such ashomomorphic encryption along with advanced cryptographic techniques, to calculate encrypted data without leaking sensitive
information. Data and device integrity are more likely to be maintained when using better authentication techniques like blockchain
and quantum key distribution (QKD). This dual layered aggregation with privacy-preserving combined with robust authentication can
strengthen the smart grids against unauthorized access and data tampering, along with other cyber-attacks. The results show that the
proposed approach for aggregation in smart meters is more accurate and useful in terms of data as compared to the conventional
approaches. As far as mean relative error (MRE) is concerned, the MRE of the proposed layer model is 0.0007, which is substantially smaller
than the differentially private model (0.0023) and Gaussian model (0.0058). The minimum MRE of the proposed model was achieved in
the aggregator layer at 0.0029 compared with the corresponding differentially- private model’s 0.0063 and Gaussian model’s 0.0117.
As the privacy parameter € increases, noise levels drop precipitously from 14.137738 for € = 0.1 to 0.282786 for € = 5.0. The proposed
methodology improves smart grid data aggregation with a balance between privacy and accuracy.

Keywords: Smart grid, Privacy-preserving aggregation, Cryptographic techniques, Homomorphic encryption, Cyber-attacks, Smart
meters, Data privacy.

Introduction etal., 2017). This new technology allows for so much more

Smart grids have become one of the most important and
swiftly rising technological developments in modern
energy distribution systems (Collier, 2016). In contrast to
the traditional one-way electrical grid, where the utility
company only communicates with its consumers and vice
versa, smart grids start based on a very similar but more
advanced two-way flow of information and energy (Alaba
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effective and efficient delivery of energy, with real-time data
analysis and much greater involvement with renewable
energy sources (Alotaibi et al., 2020). It was created to help
face growing energy management challenges, balance
generation and consumption, minimize carbon emissions,
and reduce power outages. However, as this technology
advances, so do the challenges it presents, particularly in
the areas of data privacy and security (see Figure 1) (Koo et
al., 2017; Wang et al., 2017).

In smart grid systems, enormous amounts of data are
generated and transmitted between nodes: smart meters,
control centers, and utility providers (Wang et al., 2017; Guan et
al., 2019). Such data contains sensitive information relating to
the electricity usage patterns by the users, which could lead to
gross privacy violations if compromised. Unauthorized access
to such information might further spawn malicious activities
like interfering with energy distribution, causing financial
loss, and even power outages (EI Mrabet et al., 2018). The
significantly increasing role of data aggregation in optimizing
energy distribution surfaces the need for robust mechanisms

Published : 20/12/2024
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Figure 1: An overview of smart grid architecture (Koo et al.,2017)

that safeguard the private and secure exchange of data in
smart grid networks (Zhang & Zhang, 2017).

Privacy-Preserving Aggregation Approaches

Despite the vulnerabilities of smart grid systems, there
is a growing need for privacy-preserving aggregation
techniques (Wang et al., 2021). Privacy-preserving
aggregation approaches present schemes that promise
aggregated data transmitted between smart meters and
utility providers to be anonymous while individual user data
remains protected from disclosure (Abdallah & Shen, 2016).
Determining efficient energy distribution by utility providers
after analyzing aggregated data requires aggregated data
analysis using privacy-preserving aggregation techniques by
utility providers while keeping consumer data confidential
(Tonyali et al., 2018; Zhang et al., 2016).

A simple solution could be to build cryptographic
mechanisms allowing the points of aggregate data to
be computed such that the secret for every user is his
corresponding data (Kaaniche & Laurent, 2017). For example,
homomorphic encryption allows operations on encrypted
data without decrypting it, thus keeping each user’s
data private at every step of aggregation. Such privacy-
preserving mechanisms enable smart grid operators to
achieve consumer privacy even as they try to optimize the
performance of respective grids (Othman et al., 2015; Butun
etal., 2020).

Role of Authentication in Secure Smart Grid
Communication
Besides privacy-preserving aggregation, another crucial
aspect of securing communications within the smart grid
systems is authentication (Gunduz & Das, 2020). This is
because authentication ensures only that authorized devices
and users can access or transmit data within the grid. This
fact is very sensitive against unauthorized access, data
manipulation, or even injection of false information into the
system (Saxena et al., 2015).

Several device and user authentications are relied on
for authenticating smart grids. Digital signatures and public
key infrastructure can be put into use for authentication

purposes to check the integrity of the messages (Marino
etal., 2019). In this respect, smart grids implement the first
layer of security protection against cyber-attacks and hence
ensure that communications exchanged between smart
meters, utility providers, and control centers are safe and
reliable (Gunduz & Das, 2018; Kabalci, 2016).

Challenges and Vulnerabilities in Smart Grid Systems
Smart networks present significant problems despite their
many benefits, including increased energy economy and the
integration of renewable resources with improved stability
(Ahmad & Zhang, 2021). The most significant challenge is
related to the prospective breach of privacy because large
amounts of data are obtained from smart meters and other
devices (Abdalzaher et al.,2022). For this reason, smart grids
are especially vulnerable to cyberattacks, as they rely on
internet-based communication channels (Gunduz & Das,
2018). Hackers can intercept or manipulate data to find
personal information, and this allows unauthorized people
to gain access, steal identities and so forth (Dabrowski et
al., 2017).

One of the other main characteristics of smart grids is
their decentralized nature. That is, hundreds of thousands
of devices or nodes are involved in controlling the entire
grid (Kulkarni et al., 2019). This also increases the number
of possible access routes because each device or node that
has been interconnected in the network can become an
entry route by hackers (Kulkarni et al., 2019). There is no
standardization of security protocols for each device, and
therefore, this worsens the problem. This unregulated access
to smart grid systems would eventually compromise the
confidentiality of consumers but threaten the stability and
reliability of the whole grid (Das & Zeadally, 2019).

Contributions

The proposed study has several important contributions
to the field of smart grid security. First, it would come up
with a novel approach to private aggregation, which would
enable one to collect and analyze energy consumption
data in a secure manner without compromising individual
privacy. This approach would be designed to defend against
numerous cyber threats, such as eavesdropping, data
tampering, and unauthorized access.

An effective mechanism of authentication would be
introduced to ensure confidentiality in the communication
between nodes in the smart grid. Such an authentication
mechanism can be designed to be scalable so that it can
apply to any range of devices and configurations of smart
grids. This study intended to provide a solution to the
smart grids regarding privacy and security by integrally
incorporating authentication with privacy-preserving
aggregation. The case study with real-world applications
would be demonstrated with practical applications of the
technique using simulations.
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Section 1 introduces smart grids, emphasizing data
aggregation and privacy-security challenges while outlining
the research’s aim, scope, and contributions. Section 2
provides a literature review of smart grid technologies,
identifying gaps in privacy-preserving methods and
authentication mechanisms. Section 3 discusses the
methodology, detailing cryptographic techniques and
the experimental setup. Section 4 presents the results,
comparing the proposed approach to existing methods.
Finally, section 5 concludes the research and suggests future
directions.

Literature Review

In this section, various related work based on smart grid
data privacy-preserving aggregation is discussed below:

Singh and Kumar (2023) aimed to overcome privacy
and security issues in the aggregation and classification of
smart grid data. A cryptographic technique and machine
learning-based model for the secure and privacy-preserving
aggregation of smart grid data that facilitates the efficient
processing and analysis of that data was proposed. Correct
classification was ensured, but there was no unauthorized
access to data during aggregation. The results indicated
better security for the data and classification accuracy, hence
proving that such a model works quite well in protecting
smart grid communications.

Chang et al. (2023) proposed a realistic scheme that is
privacy-preserving along with fault tolerance to address
the privacy issues in smart grids. Cryptography techniques
and mechanisms for fault tolerance were developed for
secure aggregated data transmission inside the grid. Its
methodology employed privacy-preserving protocols and
fault recovery strategy. Demonstrating breach-free privacy
and sustaining the performance of the grid during faults
improved privacy protection along with system reliability.

Kserawi et al. (2022) proposed a dynamic differential
private perturbatory approach in a fog-based environment
to overcome the privacy concerns arising in the aggregation
of smart grid data. A basic fog architecture was used in
conjunction with differential privacy techniques to apply
real-time differential-privacy data perturbation on input
datasets. The outcomes showed better privacy protection to
the users but preserved the data utility, making it an efficient,
scalable solution for data aggregation in smart grids.

Ming et al., (2022) focused on the issues of privacy and
fault tolerance in a smart grid data aggregation technique.
It proposed the use of an efficient privacy-preserving data
aggregation scheme via homomorphic encryption and
mechanisms to achieve fault tolerance, thereby ensuring
security and reliability. The methodology was based on
making sure that once data is transmitted securely, it can
be treated appropriately even when faults do occur. Results
were compared among the data aggregation schemes,

showing improvements in data privacy, security, and fault
tolerance over existing schemes.

Fawaz Ahmad Kserawi (2021) addressed the problem
of privacy-preserving data aggregation in smart power
grids. The goal was to offer efficient data aggregation with
protection assured for user privacy. Cryptographic primitives
were used with homomorphic encryption to secure the
aggregation of data. Indeed, in the results, it was found that
data accuracy as well as communication efficiency within
the smart grid system, could be maintained if user privacy
was assured.

Mohammadali and Haghighi (2021) sought a method to
tackle smart grid privacy issues within data aggregation by
providing a fault-tolerant homomorphic encryption scheme.
Based on methodology, several dimensions are used for
the enhancement of security and fault tolerance in the
aggregation of metering data. The result showed that the
proposed scheme could maintain data privacy and address
secure and efficient aggregation of metering data even in
faulty conditions.

Khan et al. (2021) addressed privacy concerns and fault
toleranceissuesintheimproved smart grids with fog support.
A privacy-preserving data aggregation methodology was
designed, with the aid of homomorphic encryption coupled
with fault tolerance, to achieve the security of data in
transmission and node failure tolerance as well. For this
reason, the approach might improve data privacy and fault
tolerance about the smart grid performance on reduced
computation overhead and efficient communication.

Zuo et al. (2020) addressed the challenge of privacy-
preserving multidimensional data aggregation in smart
grids without depending on any trusted authority. The
scheme used homomorphic encryption combined with
random masking techniques to keep the data confidential.
The proposed methodology might protect the user’s
privacy and allow the correctness of data aggregation.
Results showed better privacy preservation and security
than others, together with a lower computation overhead.

Fan et al., (2020) presented a decentralized scheme
and applied blockchain technology that could ensure
security in the aggregation process of smart grid data
without revealing the details of the individual users through
applying blockchain technology along with homomorphic
encryption. The results pointed out that data privacy was
improved yet maintained its efficiency in the aggregation
process, thus providing a scalable solution for secure smart
grid communication.

Guo et al. (2020) addressed the issues of mobile users’
privacy and security in smart grids. An author proposed a
privacy-preserving aggregation and authentication scheme
using homomorphic encryption techniques together with
bilinear pairing techniques. Thus, the methodology also
maintained the confidentiality of data transmission without
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disclosing individual user data. The outcomes showed the
ensured protection of user privacy, as the scheme maintains
system efficiency and security during the operation of the
smart grid.

Based on the literature review, the following research
gaps can be identified in the context of privacy-preserving
data aggregation and security in smart grid systems:

While addressing privacy and fault tolerance, the study
does not account for real-time performance and delays
during fault recovery (Chang et al., 2023).

Improvements in privacy and fault tolerance are noted,
but the research lacks consideration of communication
overhead in large-scale smart grid environments (Ming et
al., 2022).

Although privacy is maintained, the work does not
explore the implications of integrating machine learning
for enhanced efficiency (Kserawi, 2021).

The scheme protects privacy but lacks a detailed analysis
of its impact on real-time data aggregation efficiency (Fan
etal., 2020).

Research Objective

A privacy-preserving aggregation method with
authentication for smart grid data might have the following
research objectives:

To design and implement a robust data aggregation
framework that ensures privacy preservation while
maintaining the efficiency of smart grid operations.

To develop and integrate advanced authentication
mechanisms, such as quantum key distribution (QKD) or
blockchain, to secure communication between smart grid
components.

To assess the scalability and adaptability of the proposed
privacy-preserving aggregation approach across diverse
smart grid architectures and operational scales.

To provide effective authentication and threat detection,
the suggested approach’s resistance against several
cybersecurity risks, such as data breaches, illegal access,
and tampering, requires evaluation.

Research Methodology

This section discusses the purpose, significance, dataset,
and workflow charts and algorithms that are employed in
the proposed methodology of the research.

Significance of the Proposed Approach

The proposed work aims to design a privacy-preserving
aggregation technique for smart grids with considerations
for very effective authentication mechanisms to negate
the problems of data confidentiality and unauthorized
access. To this end, it proposed the development of
cryptographic techniques for secure data aggregation and
then protocols of authentication to ascertain that nodes
of a grid communicate with one another safely. Such a

mechanism is necessary to make smart grids truly secure
as they are starting to play an even more pivotal role in
critical infrastructure. With the rising generation of data in
smart grids, high-strength privacy and security measures
can ensure such a case where no cyber-attack and causing
energy distribution disruption takes place to ensure that
the system works in a highly secure and efficient manner.

Dataset Description

The UMass Smart Home dataset (Barker et al., 2012) contains
minute-by-minute energy use records from a few residential
homes. It reports aggregate energy consumption in the
home, as well as statistics on the use of about 20 individual
appliances. It captures, over many months, the detailed
trends in daily and seasonal consumption. It contains
millions of data points, and the average is 1,440 data
points that are generated by each household daily. The
dataset might include abundant contextual information, for
example, occupancy rates and weather forecasts; hence, it
is the best dataset for the study and development of smart
grid solutions that use privacy.

Techniques Used

This section defines the technique used in the present study
to evaluate and enhance privacy preservation in smart grid
systems:

Quantum key distribution
QKD is based on quantum cryptography and uses physics to
protect the distribution of symmetric encryption keys (Sonko
et al., 2024). The approach guarantees that any intrusion
attempt can be discovered since seeing the quantum
states utilized for transmission disrupts the connection. The
confidentiality of the key distribution procedure is preserved
since this disruption notifies the conversing parties of
the existence of an interceptor (Khanna & Khanna, 2016).
Figure 2 shows the procedure for distributing quantum keys.
In the context of smart grids, QKD can significantly
enhance security by guaranteeing that the cryptographic
keys used to secure communications between various
grid components are resistant to eavesdropping (Kaur &
Mishra, 2024). Integrating QKD into smart grids makes them
more secure and resilient, which is especially important
in the face of advanced cyber-attacks that might harm

i B s
Message Alice Public (insecure) ob Message
N\ channel N
—| Encoder Encoded message —_, | Decoder f——
QKD channel

Random secret Key —_—

Figure 2: Quantum Key Distribution. https://www.drishtiias.com/
daily-news-analysis/quantum-key-distribution/print_manually
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vital infrastructure (Alshowkan et al., 2022). Enforcing
the grid’s defense mechanisms against unwanted access
and data breaches, QKD is used in smart grid settings by
creating a robust feedback system to continually monitor
and authenticate machine-to-machine connections. By
integrating these systems, researchers can safeguard critical
infrastructure and set up a system to identify and respond
to threats in real time, making sure the smart grid is safe and
running well (Thakur et al., 2016).

Reference Control and Support System

The security and longevity of smart grids are greatly
improved by utilizing it, which plays an essential role in
detecting possible risks by comparing incoming data with
established security criteria (Zibaeirad et al., 2024). At the
central processing step, reference control and support
system (RCISS) checks and analyzes the input data using
QKD algorithms once it produces an alert (Singh, 2021). By
doing so, one can be confident that no unauthorized or
insecure data would be sent for examination. The RCISS
has a feedback mechanism that can detect and respond
to emerging dangers in real-time to keep the smart grid
system stable and secure (Yu et al., 2024). This system'’s
authentication and verification features help to forestall
unwanted access and lessen the likelihood of harm caused
by harmful actions.

GIS-based Emergency Alarm

Smart grid situational awareness and reaction skills are
enhanced by an emergency alarm system that is based on
GIS (Anevlavis, 2022). Smart grids might use geographic
information system (GIS) technology to effectively map
and monitor real-time data on electricity usage, outages,
and other important occurrences (Liu et al., 2016). The
GIS-based system can swiftly identify the site and provide
comprehensive details to the command center once an
emergency is detected, such as a power outage or unlawful
access to data. Because of this, one could respond with
pinpoint accuracy and speed, lessening the severity of the
incident (Tomaszewski, 2020). Better decision-making and
smart grid infrastructure resilience are both aided by the
system’s ability to aggregate and analyze geographical data.

High-Performance Computing Resource (HPC)

High-performance computing resources are essential for
effectively managing the massive amounts of real-time
data generated by smart power grids (Wang et al., 2018).
It is essential to keep smart grids’ operating efficiency and
security under check, and HPC systems make that possible
by efficiently computing and analyzing massive information.
For instance, during the grid'’s threat grouping and sorting
process, HPC resources analyze real-time sensor data and
anticipate possible problems more quickly than in real
time. With this capacity, risks might be quickly identified

and mitigated, guaranteeing that the grid can operate
reliably and continuously (Li & Yan, 2022). Power distribution
optimization and grid resilience enhancement against
cyber-attacks and other disturbances are both aided by
HPC systems’ capability for sophisticated modeling and
simulation.

Proposed Methodology

The proposed workflow starts from the RCISS, feeding
collected data into the system. From this point, the unit
control processing technique QKD and a GIS-based
emergency alarm decide whether there is a threat in the
data or not. If no threat is established, then data enters a
routine process and goes to output.

The system performs a more detailed scan of the threat
if identified. Once confirmed, the threat is categorized
using HPC resources, and an emergency alert is started to
allow manual clearing of the threat. This stage of manual
clearance has two possibilities: either threat elimination or
the activation of restoration measures in case the threat
persists.

In elimination cases, data restoration is followed using
RCISS parameters. The mitigation process is then enforced
if the threat is of a persisting nature or is to be mitigated;
again, this more updated knowledge source is used. Once
the threat has been neutralized, the system guarantees
data restoration as per the predefined RCISS parameters,
thus ensuring the integrity and safety of the data within the
system. This cyclic approach enforces continuous checking
and subsequent response followed by restoration. The
flowchart (see Figure 3) describes a complete workflow of

‘ Reference data input system (RCISS) ‘

Unit control technique (QKD) and
GIS-based emergency alarm

If
Yes

Scan for threat

Data processing

Grouping of threat using high performance computing
resource (HPC)

l

Emergency alert to operate manual
clearance of threat

Mitigation(resilie
nce)

Updated knowledge
source

Restoration of data as per RCISS
parameter

Figure 3: Flowchart of proposed methodology
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the data processing and threat management process by
using several advanced technologies.

Proposed algorithm

Proposed algorithm: Secure threat-resilient smart grid data
aggregation algorithm

Step 1: Initial data input and reference system setup

Reference control and support system (RCISS) Initialization:
Let D be the dataset containing real-time grid metrics

D:{dl,dz,...,dn}

Step 2: Unit control processing and initial threat detection

Quantum key distribution (QKD) and GIS-based emergency
alarm:

e Encryption
Use QKD for secure communication. The key K is generated
using

Q
log1 2 5
K=2xA+—182 @
log2 2

e Threat detection
For each data point d € D, check for threats T
1

[ves if3r ed (threat detected ]
I I

7= Nootherwise

L

Step 3: Threat scanning and verification

e Scanning for threats
If T=Yes, scan for the specific nature of the threat ¢ :
1

Scan (ti ) — Threat confirmed

Step 4: High-performance computing (HPC) resource allo-
cation

e Grouping of threats
Utilize HPC resources to analyze and categorize threats

Group ( ti ) — Threat Group Tg

Step 5: Emergency alert and manual intervention

e Generate emergency alert
Notify operators for manual clearance:

Alert (T )
g

step 6: threat management pathways

e Mitigation and resilience
If mitigation is possible, apply resilience measures.

Mitigation (T ) — Resilience
g

e Flimination and restoration
If elimination is required, verify and neutralize the threat.

Eliminate ( T; g) — Check for remaining threats

If there are no further threats, proceed to restoration.

Restore— Normal Operations

Step 7: Restoration of data and system integrity

e Data restoration
Restore data according to RCISS parameters:

= RC]SS(D)

restored

Step 8: Output and continuous monitoring

e Final output
Output processed data for its intended use:
OurpLIt ( Drestored )

e Continuous monitoring
Implement a feedback loop for continuous threat detection.

Monitor — Repeat from Step 2

Results

In this section, results are discussed with utilized evaluation
parameters.

Evaluation Parameters

An evaluation of a privacy-preserving aggregation approach
for smart grid data might be done using parameters such as
MRE, cumulative distribution function (CDF), global active
power (kW), window size, threat score (TS), noise level
(Standard Deviation), and privacy loss (PL).

Mean relative error
Mean Relative Error compares forecasts to actual values. It
is especially effective when relative precision is more crucial
than absolute accuracy.

.-y

1 ]

y

i

n
1
MRE =;;

(1)

Where, nis number of observations, actual value is denoted
by »,,and predicted value by the model is presented by yl
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Cumulative distribution function
According to its probability distribution, the CDF calculates
the chance that a real-valued random variable X is smaller
than or equal to x.

F(x)=P(x<x) 2)

Where, F(X) is Cumulative distribution function, P shows
Probability, and X presents Random variable.

Global active power

Global Active Power is the total power utilized by all grid-
connected devices. It is essential for energy utilization and
smart grid functioning.

Window size

Window size is the data analysis timeframe. Larger window
widths minimize data noise and smooth out swings in smart
grid data processing.

Threat score

TS estimates threat detection system efficacy in smart
grid security binary categorization. It assesses the ratio of
genuine positive threats to true positives, false negatives,
and false positives.

s True positives 3)

" True positives + False negatives + False positives

Noise Level (Standard Deviation)
Noise Level measures data privacy-preserving noise.
Differential Privacy masks data values with noise to preserve
privacy. Privacy and data usefulness depend on this noise’s
standard deviation.

=1 @

noise ¢

Privacy loss
PL estimates the privacy loss from privacy-preserving
methods like Differential Privacy. It analyzes the differential
privacy parameter (€) and a modest chance (8) of privacy
promise violation.

PL=6+¢€ (5)

Performance Analysis

A thorough assessment of the smart grid data privacy-
preserving aggregation approach is included in the
outcome analysis via the comparison of different models
and approaches.

The cumulative frequency of standardized global
active power across original data, private model data, and
gaussian model data is shown in Figure 4. The original data
(blue) and gaussian model data (red) begin accumulation
about -10 and reach near complete accumulation around 7.
The private model data (green) accumulates about -5 and
continues up to 15, showing a wider dispersion. The original

and gaussian model data exhibit a sharp rise between 0 and
5, with a cumulative frequency near 1.0x10°, while the
Private Model Data exhibits greater variability, resulting in

1e6 Cumulative Distribution Function Comparison

mmm Original Data
101 mmm Private Model Data
W Gaussian Model Data

Cumulative Frequency

-15 -10 -5 5 10 15
Global Active Power (Standardized)

Figure 4: Cumulative distribution function (CDF) comparison graph

Threat Score Distribution during RCISS Verification
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Figure 5: Threat score distribution during RCISS verification

a wider range of cumulative values.

The frequency distribution of threat ratings produced
during RCISS verification is shown in Figure 5. With a
frequency near to 1000 for each threat score range, the
distribution seems uniform. During verification, threat
ratings are uniformly distributed over the spectrum,
demonstrating a consistent assessment technique that does
not favor any scoring range.

In Figure 6, the noise level (standard deviation) reduces
dramatically as epsilon goes from 0.1 to 5.0. Noise is high
at 14.0 at epsilon = 0.1, implying good privacy but severe
data distortion. At 0.5 epsilon, the noise level lowers to 3.5,

Impact of Differential Privacy (Varying Epsilon)

IS o o B 5]

Noise Level (Standard Deviation)

~

Y

0 1 2 3 4 5
Epsilon

Figure 6: Impact of differential privacy (Varying Epsilon)
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Table 1: Privacy budget analysis

Epsilon Noise level (Std Dev)
0.1 14.137738

0.5 2.829226

1.0 1412544

2.0 0.707682

5.0 0.282786

and at 1.0, it drops to 2.0. With 2.0 and 5.0 epsilon values,
noise levels drop to 1.0 and 0.5, respectively, boosting data
usefulness but diminishing privacy.

Table 1 shows how various epsilon values affect
differential privacy noise (measured as standard deviation).
Noise diminishes dramatically as epsilon grows, suggesting
a privacy-data accuracy trade-off. At epsilon = 0.1, the noise
levelis 14.137738, which gives good privacy but distorts data.
As the epsilon climbs to 0.5, noise lowers to 2.829226, and at
1.0, it drops to 1.412544. At 2.0 and 5.0 epsilon values, noise
levels drop to 0.707682 and 0.282786, respectively, boosting
data usefulness but lowering privacy.

Table 2 shows threat-score-based data chunk verification
results. Each piece has a threat score between 0 and 1, with
lower ratings suggesting fewer dangers. The table reveals
that chunks 2, 3, and 6, with threat ratings of 0.262467,
0.030903, and 0.133767, were validated (“True”). However,
chunks 1,4,5,7,8,9,and 10 failed the verification procedure
(marked “False”), suggesting that the system considered
them more dangerous. This table shows that lower threat
levels lead to successful verification and higher scores for
rejection.

Figure 7 plots global active power versus time for
original data, proposed model, and traditional Gaussian
mechanism smart meter data aggregation. The dashed blue
linerepresents the original data, the baseline. The greenline
for “proposed model” centralizes and smooths data better,
following the original data with less noise, preserving data
features and usefulness. In comparison, the orange dotted
line indicating the traditional Gaussian mechanism distorts

Table 2: RCISS verification results

Chunk number Threat score Verified
1 0.949915 False
2 0.262467 True
3 0.030903 True
4 0.545557 False
5 0.926117 False
6 0.133767 True
7 0.714076 False
8 0.906133 False
9 0.550916 False
10 0.673351 False

Smart meter

gregation for our model vs. traditional Gaussian model (househeld power ¢ ion dataset)

--- original
— Propose Model
-+ Traditional Gauss an Mechanism

ower (kilowarrs)

Glabal Active P

0 20000 40000 60000 80000 100000
Time

Figure 7: Smart meter data aggregation of various models

Smart Meter MRE in Our Model for Values of &
0.00080

0.00075

0.00070

MRE

0.00065

0.00060

0.00055

0.00050 - T u T u U T
0 5 10 15 20 25 30
e

Figure 8: Variable € values effect on MRE for proposed model

data more due to randomness and noise. The results show
that the “Proposed Model” balances data privacy and
utility, reduces noise, and handles outliers better than the
traditional Gaussian mechanism, making it a more accurate
and trustworthy smart meter data aggregation method.
In a smart meter data aggregation paradigm, Figure 8
shows the link between MRE and privacy parameter €. At
€=0, the MRE is about 0.00070, showing increased error
due to strict privacy regulations. When e reaches 30, MRE
decreases to 0.00050, indicating greater accuracy due
to loosened privacy restrictions. Lower € values increase
privacy but increase MRE, whereas higher € values reduce
MRE and improve data accuracy while sacrificing privacy.

Comparative Analysis

Table 3 shows that the proposed model regularly beats the
others with the lowest mean relative error (MRE), suggesting
better data gathering. At the smart meter layer, the
“proposed model” has an MRE of 0.0007, much lower than
the differentially private model (0.0023) and gaussian model
(0.0058) (Kserawi et al., 2022). At the Aggregator layer, the
“proposed model” has the lowest MRE of 0.0029, compared
to 0.0063 for the differentially private model and 0.0117 for
the gaussian model. These findings show that the “proposed
model” is the most accurate and dependable alternative for
data integrity during aggregation, whereas the Gaussian
Model adds the greatest error and is less effective.
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Table 3: Comparative analysis

Layers
Model

Smart meter Aggregators
Proposed model 0.0007 0.0029
Differentially private model 0.0023 0.0063
(Kserawi et al., 2022)
Gaussian model (Kserawi et al., 0.0058 0.0117

2022)

The research found that the smart grid data privacy-
preserving aggregation approach balances privacy and
utility. The approach protects data without affecting smart
grid accuracy or performance by using differential privacy
and homomorphic encryption. The suggested model
regularly beats previous models in MRE, CDF, and noise level,
making it a dependable and effective smart grid security
and performance solution. These findings demonstrate the
model’s usefulness in real-world situations where privacy
and accuracy are crucial.

Conclusion and Future Scope

An authentication-based smart grid data privacy-preserving
aggregation approach addresses two of the most burning
concerns about security and privacy in smart grids:
how to enhance user-data secrecy while achieving safe
communication between grid nodes. To accomplish safe
and efficient interchange of data, this study propounds a
new method of privacy-preserving data aggregation with
authentication as a solution particularly for smart grid
systems. The system can perform complex computations
directly over the encrypted data, and the confidential
information remains strictly confidential using sophisticated
methods of cryptography, including homomorphic
encryption, for privacy-preserving data aggregation.
The devices and data possessed by the network are
authenticated through an authentication process, making
use of blockchain-based solutions as well as QKD. Smart
grids are much more secure from cyberattacks and, data
tampering, and illegal access if a two-layered approach that
integrates strong authentication with privacy-preserving
aggregation could applied.

The proposed privacy-preserving aggregation
methodology offers better accuracy and utility in data as
compared to the traditional techniques. The MRE of the
proposed smart meter layer model is significantly reduced
to 0.0007 as compared to the differentially private model
(0.0023) and the Gaussian model (0.0058). Comparing
the proposed model at the aggregator layer with the
differentially private model (0.0063), and the Gaussian
model (0.0117) shows the lowest value of MRE, which is
0.0029. From 14.137738 (¢ = 0.1) to 0.282786 (¢ = 5.0), the
noise levels drop dramatically as the privacy parameter (g)
increases. The approach enhances data aggregation for
smart grids by finding a happy medium between privacy and

precision. More advanced technologies, such as blockchain
and Al-driven threat detection systems, would be applied
more thoroughly in future research for better real-time
responsiveness, enhanced security, increased system
resilience, and robust approach application of the method
in evolving infrastructures of smart grids.
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